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Fig. 1. Overview of our method. A three LLM-prompt pipeline for generating mobile and wearable uses of Al (prompt #1), classifying
each use’s risks according to the EU Al Act [23] (prompt #2), and determining whether each generated use is beneficial according
to the UN’s Sustainability Development Goals [114] (prompt #3). Out of 138 generated uses, as many as 80 were considered high
risk according to the EU Al Act, primarily aligning with Sustainable Development Goals 3 (good health and well-being), 10 (reduced
inequalities), and 16 (peace and justice). Our method was validated by two experts in mobile and wearable technologies, a legal and
compliance expert, and a cohort of nine individuals with legal backgrounds who were recruited from Prolific, confirming its accuracy
to be over 85%.

Integrating Artificial Intelligence (Al) into mobile and wearables offers numerous benefits at individual, societal, and environmental
levels. Yet, it also spotlights concerns over emerging risks. Traditional assessments of risks and benefits have been sporadic, and often
require costly expert analysis. We developed a semi-automatic method that leverages Large Language Models (LLMs) to identify

Al uses in mobile and wearables, classify their risks based on the EU AI Act, and determine their benefits that align with globally
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recognized long-term sustainable development goals; a manual validation of our method by two experts in mobile and wearable
technologies, a legal and compliance expert, and a cohort of nine individuals with legal backgrounds who were recruited from Prolific,
confirmed its accuracy to be over 85%. We uncovered that specific applications of mobile computing hold significant potential in
improving well-being, safety, and social equality. However, these promising uses are linked to risks involving sensitive data, vulnerable
groups, and automated decision-making. To avoid rejecting these risky yet impactful mobile and wearable uses, we propose a risk

assessment checklist for the Mobile HCI community.
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intelligence.
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1 INTRODUCTION

The integration of Artificial Intelligence (AI) into mobile and wearable devices has unlocked new capabilities, from
improving workplace productivity to enhancing healthcare and education. Mobile assistants and wearables, equipped
with various sensors such as accelerometers and heart rate monitors, have significantly increased workplace pro-
ductivity [5, 19, 27, 76]. Smart wearable devices provide low-cost, objective measures of physical activity, mental
health, and sleep quality assessments [25, 91, 127], contributing significantly to scalable behavior monitoring in large
populations [92]. In sports medicine, wearable technology can detect patterns in physiological variables, assisting
athletes in improving performance and preventing injuries [18]. In education, smartwatches can be used to collect
real-time data during students’ learning activities, improving the analytics and insights into learning processes [22].

Despite the potential advantages, any technology comes with risks. Mobile and wearable technology uses are no
exception. Privacy concerns are particularly prominent, as Al integration can lead to data leakage and unauthorized
surveillance [26, 32, 51]. However, recent advances in federated learning [69] and differential privacy [36] may enhance
the data privacy of Al-based mobile and wearable uses, potentially transforming high-risk uses into low-risk ones. As
these uses often involve automated decision-making, it is crucial to provide explanations, especially in high-stakes
domains. For example, there is an increasing demand for explainable Al in healthcare to ensure trustworthy Al-based
decisions [99]. Security issues are also critical. In addition to well-known challenges such as the potential to compromise
sensitive data or use it to maliciously infer private information [30], wearable devices may also cause physically harm
to the wearer [75]. For example, there have been reports of skin irritation and allergic reactions caused by the materials
used (e.g., nickel in the metal components), or due to the accumulation of moisture under the device, which can lead to
skin irritation or even infections [61].

Traditional assessments of risks and benefits have been sporadic, and often require costly expert analysis. In fact, risk
identification requires comprehensive domain expertise [52]. According to the OECD, legal advisory costs required to
ensure compliance with regulatory systems of different countries is estimated to be nearly 780 billions dollars per year
worldwide [57, 81]. That is why traditional assessments of risks and benefits tend to be fragmented, focusing on specific
aspects of mobile and wearable use (e.g., efficiency in risk assessment for work-related activities [124], or adoption
based on privacy risk versus perceived benefits [64]), and come with technical and ethical challenges. On the technical

side, mobile and wearables pose significant privacy risks [15], while, on the ethical side, these devices can potentially
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augment (or replace) human intelligence in ways that might not always be desirable [123]. This dichotomy underscores
the need for a more systematic approach to evaluate the benefits and risks associated with these technologies. Issues
such as data privacy, the algorithms accuracy, and the potential for social and individual opportunities (outlined, for
example, by the United Nation’s Sustainability Development Goals report [114]) must be considered to ensure that the
integration of Al truly benefits users without compromising their safety and privacy [93]. To address these challenges,
we implemented a semi-automatic way of conducting a risks and benefits assessment of Al for mobile and wearable

uses and, in so doing, we made two main contributions:

(1) We engineered and validated three Large Language Model (LLM) prompts capable of (§4): (a) generating a
diverse range of realistic uses of Al for mobile and wearable computing; (b) classifying each generated use
risks (whether it is unacceptable, high risk, or low risk) according to the EU Al Act [23]; and (c) determining
the benefits associated with each generated use. For classifying risks, we chose the EU Al Act because it is
the most advanced legal framework available at the time of writing, which specifically adopts a risk-based
approach at a use level [23]. This means that stakeholders involved in the development of an Al technology
are required to assess its risks for specific uses, rather than assessing the technology itself for broad risks. For
determining the benefits, we chose the Sustainable Development Goals (SDGs). The SDGs are globally recognized
and allow for the evaluation of the AI's long-term impacts related to five priority areas that concern people, the
planet, prosperity, peace, and partnerships [114]. To achieve these tasks, we used a set of novel prompt elements,
including a comprehensive list of domains, five risk concepts for describing uses, and detailed manual evaluations
of prompts.

2

~

Our method generated 138 uses, which we reviewed and thematically grouped them in two categories (§5):
uses promoting SDGs and being low risk; and uses promoting SDGs yet being high risk. We found that specific
applications of mobile computing hold significant potential in improving well-being, safety, and social equality.
However, these promising uses are linked to risks involving sensitive data, vulnerable groups, and automated

decision-making.

In light of these results, we discuss challenges in conducting semi-automatic assessments, and present a Risk
Assessment Checklist for Mobile Computing uses as a practical solution for balancing risks and benefits trade-offs in

the use of Al for mobile and wearable technologies (§6).

2 RELATED WORK AND BACKGROUND

Next, we surveyed previous literature that our work draws upon, and grouped it into three main areas: i) Al regulations
and impact assessments (§2.1), ii) risk and benefits assessments of Al for mobile and wearable uses (§2.2), and iii) the

use of LLMs to transition from manual to semi-automatic assessment through prompt engineering (§2.3).

2.1 Al Regulations and Impact Assessments

The increasing deployment of Al has prompted calls for regulatory oversight [10, 41, 110]. The US Office of Science
and Technology Policy has released a non-binding Al Bill of Rights Blueprint, highlighting principles such as safety,
non-discrimination, data privacy, and Al transparency. Similarly, the European Commission’s AI Act, which is legally
binding, aims to balance innovation with safeguarding societal values and rights. The Act classifies Al applications
based on risk levels, from low to unacceptable, and prohibits Al applications that are harmful or manipulative [23, 24].
It emphasizes a risk-based regulatory framework, requiring comprehensive evaluations for high risk Al systems.
Accepted at MobileHCI 2024
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Typically, an impact assessment is conducted and a report is produced that documents the potential impacts of AL
CredoAT’s report template includes sections on formal system evaluations and compliance with laws, regulations, and
standards [105]. Similarly, the report developed by the National Institute of Standards and Technology (NIST) includes
listings of potential biases, evaluations of the impact’s magnitude and likelihood, technical specifications, third-party
technologies, and legal and compliance issues [83]. More recently, a study has identified the five necessary components
(i.e., domain, purpose, capability, Al user, and Al subject) to conduct regulatory risk assessment according to the EU Al
Act [47]. The domain specifies the industry or sector, such as health. The purpose explains the goal, such as improving
well-being. The capability describes the technology behind it, such as mood and stress level tracking. The AI user is the
one using the system, such as mental health professionals. The AI subject is the one affected by the system, such as

patients. Our study operationalizes these five components in a semi-automatic way using LLMs.

2.2 Risk and Benefit Assessments of Al for Mobile and Wearable Uses

With the upcoming enforcement of the EU AI Act [23], Al-based technologies will be subject to legal compliance.
This raises particular concerns for the use of Al in mobile and wearables, as the Act highlights factors that could
classify certain uses as high risk or even unacceptable. For example, mobile and wearable devices, often placed near
or worn on the body, operate in the background unnoticed, and collect personal information about individuals. This
characteristic may categorize some uses as high risk due to the sensitive nature of the data handling. However, recent
advances in federated learning and differential privacy can ensure data privacy and security for such applications,
potentially transforming high-risk uses into low-risk ones. Federated learning, for example, allows AI models to be
trained across multiple decentralized devices holding local data samples, and never exchanging them [69]. Additionally,
differential privacy introduces mathematical guarantees to ensure that the output of AI models does not reveal sensitive
information, and allows data analysis without compromising individual privacy [36]. Similarly, homomorphic encryption
methods offer the potential for performing computations on encrypted data, providing robust security assurances [44].
Additionally, mobile and wearable uses are often non-generalizable due to limited training datasets (e.g., skewed towards
predominantly white cohorts [107]), introducing biases and limiting their applicability across diverse populations.
Therefore, it is important to understand the risks these uses entail. Assessing both risks and benefits allows for a
well-informed perspective, puts risks into context, and helps determine which risks are worth taking or which mitigation
strategies should be prioritized to preserve the benefits.

The traditional approach to assess risks and benefits in mobile and wearable uses has often been sporadic, required
expert knowledge, and primarily confined in research papers. Heidel et al. [53] conducted a scoping review to identify
benefits and risks arising from the introduction of health apps and wearables into the German statutory health care
system. They noted that health apps and wearables lead to improved treatment quality through enhanced patient
monitoring, disease management, personalized therapy, and better health education. However, they also expressed
concerns about data privacy and security. The primary concern regarding privacy and human rights with wearables lies
in the quantity and type of data that individuals provide. Zuboff, in “The Age of Surveillance Capitalism,” [128] wrote
that “every time we encounter a digital interface we make our experience available to ‘datafication’, thus ‘rendering
unto surveillance capitalism’ its continuous tithe of raw-material supplies”. Experts typically test mobile and wearable
apps for privacy and security vulnerabilities using methods such as man-in-the-middle attacks, eavesdropping, and
packet injection [31, 43] to prevent attacks and data misuse.

To sum up, risks and benefits assessments for Al in mobile and wearable uses have been hitherto hindered by two

primary limitations. First, these analyses often focus on individual Al use cases or only a selection of few, potentially
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overlooking the broader spectrum of uses. Second, assessments are predominantly conducted manually by mobile and
wearable experts or researchers, identifying potential benefits and risks through scoping reviews. Overcoming these
limitations requires the development of new approaches that automate or semi-automate part of the assessment process.

Next, we turn to LLMs, which present a promising ground for exploring this approach.

2.3 LLMs and Prompt Engineering

LLMs such as OpenATI’s ChatGPT [90], which are trained on a large corpora of text using cutting-edge deep learning
techniques [118], have the capability to produce text that closely resembles human writing in response to various
prompts. These models are extremely efficient for tasks such as answering queries and generating content, including
text annotation [21, 45, 63] and powering chatbots that assist with mental health concerns [17, 104]. LLMs are known
for providing insights that often exceed general public knowledge [45], playing a significant role in collaborative
processes between humans and Al [21, 63, 111, 122], and in some instances, their performance can match that of expert
opinions [14, 35, 89]. To achieve the desired output from LLMs, a set of best practices for prompt engineering has
emerged [100, 106]. Typically, these practices can be grouped into five areas.

The first area concerns the choice of the prompt’s elements. This includes the system’s role, which is key to
initiating interactions with the language model as it primes the model to behave in a manner that aligns with the role’s
expectations [7]. Whether the model is instructed to act as a mobile developer, a creative assistant, or a project manager,
this initial framing is a critical step in guiding the model’s responses and ensuring they are contextually relevant and
appropriately styled. Additionally, the role can be extended with additional cues to direct the model to the desired
output (e.g., initial words for the sentence the model is expected to complete [7, 106]).

The second area is about the prompt’s elements arrangement. For example, the order in which elements are placed
greatly affects the outputs due to a phenomenon called recency bias. It is recommended to place the most important
elements of the prompt at the beginning and end [66].

The third area is about the instructions to the model. Successful instruction requires clear and precise communication
of tasks. It involves choosing the right action verbs (e.g., describe, summarize, explain), specifying the preferred format
of the output (e.g., JSON or a single sentence), incorporating knowledge that is required for the model to learn. Part of
the instructions are also different learning methods that can boost the model’s performance. Beyond zero-shot learning,
where models depend only on their pre-existing knowledge, few-shot learning provides task-specific examples of
input-output pairs, enhancing performance on specialized tasks. Chain-of-thought (CoT) reasoning, which prompts
the model to provide step-by-step answers, is especially beneficial for tasks that involve counting and mathematical
problems [11, 119, 120].

The fourth area is about adjustment of model parameters. For example, temperature modulates the balance between
unpredictability and predictability in the produced text. Higher temperature values encourage more varied responses,
while lower values result in outputs that are more deterministic.

The fifth area is about the evaluation of the output. LLMs may generate biased or incorrect content, a phenomenon
known as hallucinations [37]. Therefore, for tasks that require certain levels of quality or creativity, the model’s output
should be evaluated. Evaluations may include human reviewers to guarantee that the content adheres to quality
benchmarks and remains authentic [37, 38].

As highlighted, traditional risks and benefits assessments of Al for mobile and wearable uses have been sporadic,
fragmented, and resource-intensive. LLMs incorporating these best practices have the potential to uncover benefits and
risks in an automated manner.
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3 AUTHOR POSITIONALITY STATEMENT

Recognizing the importance of author positionality is essential for transparently examining our perspectives on
methodology and analysis [42, 88]. In this paper, we situate ourselves in a Western country (United Kingdom) during
the 215t century, writing as authors primarily engaged in academic and industry research. Our team comprises two
males and two females from Southern, Eastern, and Central Europe with diverse ethnic and religious backgrounds.
Our combined expertise covers a range of areas, including human-computer interaction (HCI), ubiquitous computing,
software engineering, artificial intelligence, natural language processing, data visualization, and digital humanities.

It is also important to acknowledge the use of a large language model as part of our methodology. As researchers
from a primarily Western institution, we understand the importance of broadening the perspectives on methodology
presented in this paper, and retain responsibility for the content and interpretation of the findings. Consequently, our
positionality may have influenced the subjectivity inherent in selecting our methodology, designing our study, and

interpreting and analyzing our data.

4 METHODS

We developed three LLM prompts (Figure 1). The first prompt generated a wide range of AI uses for mobile and
wearables, the second classified each use (whether it is unacceptable, high risk, or low risk) according to the EU AI
Act [23], and the third determined whether each use is helpful for reaching Sustainability Development Goals [114].
We chose the EU AI Act for classifying a use’s risks because it is the most advanced risk-based legal framework for
Al systems, and the SDGs for determining a use’s benefits because it is globally recognized and allows for evaluation
of long-term impacts related to people, the planet, prosperity, peace, and partnerships. Each prompt was manually
validated by two authors to verify the correctness of its outputs. We also consulted a legal and compliance expert to
further validate the prompt’s outputs as well as conducted a crowdsourcing study with a cohort of nine individuals
with legal backgrounds who were recruited from Prolific, confirming the accuracy of our approach to be over 85%.
As our LLM model, we chose OpenAI's GPT-4 due to its best performance across benchmarks, and its demonstrated
capability in interpreting legal documents [126]. To allow for reproducibility, in line with open-source language models,

we made our prompts and code publicly available.

4.1 Prompt #1: Generating Uses

This prompt generates a list of AI uses for mobile and wearable technologies. It achieves this by introducing two
innovative prompt elements—a cue for different domains where these technologies could be applied, and a cue for five
components that guide the specific description of each use and enable risk assessment as per the EU AI Act.

Prompt #1 combines three elements: system role, instructions, and output format.

First, the system role is a Senior Mobile and Wearable Systems Specialist, with experience in sensing technologies
and their applications in multiple domains; this choice guides the model to generate content aligned with advanced
expertise required of this position [46]. We selected this role because it brings a comprehensive understanding of
both the technical aspects and practical deployment of wearable technologies, ensuring our study addresses real-
world applicability alongside theoretical advancements. Compared to other potential roles (e.g., a Health Informatics
Specialist, Consumer Electronics Product Manager, or IoT Architect), a more broader expertise is particularly suited
https://cdn.openai.com/papers/gpt-4.pdf

https://lmsys.org/blog/2023-06-22-leaderboard/
https://github.com/comarios/mhci- risks-benefits
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to guide the development and deployment of mobile and wearable technologies. Additionally, we included a cue to
further contextualize the role. This cue is a list of mobile and wearable sensors (e.g., accelerometers, gyroscopes,
photoplethysmography, cameras, and global positioning systems) along with their possible placement (e.g., placed in
various objects or parts of the body, such as the torso, wrist, and pocket) and their technical capabilities (e.g., monitoring
human behavior, inferring physical, mental, emotional, and social status).

Second, the instructions include: (1) the definitions of five components [47] that are required for risk assessment as
per the EU AI Act [23]. The five components are: the domain, that specifies the industry or sector (e.g., health); the
purpose, that explains the goal (e.g., monitoring fitness); the capability, that describes the technology behind the use (e.g.,
mood and stress level tracking); the AI user, who operates the system (e.g., doctors); and the AI subject, who is affected
by the system (e.g., patients); (2) a list of application 46 domains (e.g., health, family, law enforcement), systematically
developed based on the EU Al Act by selecting eight high risk domains listed in Annex Il and 32 additional domains
inferred from the Act’s text and amendments [24]. This list guides the LLM to generate specialized and nuanced uses
across individual, interpersonal, institutional, community, and public policy contexts; (3) the task of generating three Al
uses for each of the 46 application domains.

Third, the output format specifies how the LLM’s output should be displayed in the five-component format (e.g., for
monitoring fitness using wearables [Domain, Purpose, Capability, Al user, Al subject] becomes [“Health”, “Monitoring

fitness”, “Mood and stress level tracking”, “Doctors”, “Patients”]).

Manual validation. After generating the uses, two authors with experience in mobile and wearable computing
reviewed each one of them. The authors independently assessed each generated use to determine whether it is correct
and whether it is existing or upcoming. They considered all 138 generated uses to be correct, with 128 (93%) already
existing (practically viable and in use), 9 (6%) being upcoming (practically viable but still in early prototype stage), and

1 being unlikely (practically viable but only discussed as possibilities in research papers).

4.2 Prompt #2: Classifying Use Risks

This prompt classifies the risks of each generated use according to the EU AI Act [23]. It combines four elements:
system role, input, instructions, and output format. First, the system role is a Senior AI Technology Expert, specializing
in compliance with the EU AI Act. Second, the input includes articles from the EU Al Act and its Annex III regarding
high risk Al systems. Third, the instructions use a Chain-of-Thought approach (i.e., dividing the task into a series of
smaller, intermediate reasoning steps that lead to the final output [120]). This approach involves three steps: (1) drafting
a concise description of the system’s use through the five component-format; (2) producing a risk classification as per
the EU AI Act (whether the system’s use is unacceptable, high risk, or low risk); and (3) providing justification for
the classification. Fourth, the output format of risk assessment as per the EU Al Act contains three fields: “[Use Risk
Classification], [Classification Justification], [Relevant EU AI Act Article]”

Manual validation. Two authors familiarized themselves with the EU AI Act articles, and manually classified each of
the 138 generated uses as either unacceptable, high risk, or low risk. The validation criteria aligned with the specific
requirements and definitions outlined in the EU AI Act concerning risk levels associated with Al uses. We defined the
following criteria: potential impact on privacy and data protection, and the likelihood of adverse outcomes affecting
individuals or groups. Additionally, we considered the operational contexts in which a mobile or wearable use is
deployed such as the type of data collected and the functionality of the device. 80 uses (58%) were identified as high
risk, 57 (41.3%) as low risk, and 1 (0.7%) use as unacceptable risk. The agreement between the two authors and the
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LLM’s classification was 85%. In the rest 15% of cases in which LLM was wrong, the disagreements were about uses
related to vulnerable groups, personalization, government and democracy, and critical infrastructure (e.g., energy),
all of which the LLM classified as low risk instead of high risk. The only use categorized as unacceptable risk (where
both the two authors and the LLM agreed) was related to enhanced surveillance capabilities using cameras. These
disagreements were resolved in two steps. First, the two authors held an initial review meeting in which they discussed
their assessments against those done by the LLM, and consulted the rest of the research team. Second, we consulted a
compliance expert specialized with the EU AI Act to inspect the 15% of the uses that were wrongly classified by the LLM.
The expert is an academic affiliated with TU Delft in Netherlands and works at the intersection of technology, policy
and management. The expert manually classified each use’s risk (i.e., unacceptable, high risk, or low risk), confirming
that indeed these uses were wrongly classified by the LLM. Upon the consultations with the team and the expert, we

reached the final decision.

4.3 Prompt #3: Determining Use Benefits

This prompt determines whether each generated use is helpful for reaching Sustainability Development Goals [114]. It
combines four elements: role, input, instructions, and output format. First, the role is a “Senior Specialist in the field of
Mobile and Wearable Technologies with a dedicated focus on understanding, promoting, and implementing the SDGs”.
Second, the input includes the 17 definitions of the SDGs, covering a broad range of potential areas for beneficial Al
applications across the economy, society, and the environment. Third, the instructions (using Chain-of-Thought as in
the previous prompt) involve: (1) summarizing the system’s use based on the five-component description; (2) listing
the benefits, reflecting how the use promotes each SDG. Fourth, the output format contains two fields: “[SDG Goal],

[Reasoning for Promoting the Goal]”.

Manual validation. Two authors familiarized themselves with the 17 definitions and descriptions of the UN Sustainable
Development Goals, and manually reviewed the feasibility of benefits associated with each goals [114]. To ensure a
robust manual validation, the authors defined the following criteria: a) the applicability of the use to an SDG goal
is evident; and b) the feasibility of benefits is evaluated based on current technological capabilities. The agreement
between the two authors and the LLM’s output was 61%. Disagreements were mainly related to goals 5 (gender equality),
16 (peace, justice and strong institutions) and 17 (partnerships for the goals), all of which were manually corrected.
Disagreements were resolved in a similar way to classifying uses risks. First, the two authors discussed disagreements

among them, and then consulted the rest of the research team to reach a final decision.

4.4 Crowdsourcing Study

Setup and Procedure We developed a web-based survey and administered it on Prolific, which included the LLM
classifications for each use (Figure 2). The survey consisted of six pages. The first page outlined the study’s description
and the two tasks that the crowdworkers had to execute. Initially, they were asked to read the definitions of risky’ and
beneficial’ uses, and then they were presented with assessment cards for 46 uses to assess. The second and third pages
included the definitions of risky and beneficial uses according to the EU AI Act and the SDGs, respectively. The fourth
and fifth pages presented 46 uses (23 each in page), where trap questions were interspersed to ensure data quality. We
added two types of trap questions: the first type included two attention checks: When asked for your favorite color, you

must select ‘Green’; and When asked for your favorite city, you must select ‘Rome’. Participants had to correctly respond

https://www.prolific.com/
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Fig. 2. Crowdsourcing study survey. Participants were given instructions about the study (1) and were provided the definitions of
risk classifications as per the EU Al Act (2) and the definitions of the 17 Sustainable Development Goals (3). Then participants were
presented with 46 mobile HCI uses (4,5) and asked to assess how probable is the use (Q1), whether they agree with the LLM-generated
risk classification (Q2) and its justification (Q3), explain their reasoning about the classification and justification (Q4), and select the
SDGs that they believe the use supports. After annotating all uses, they were redirected to the Prolific confirmation page (6).

to these checks after completing each task. The second type included an unacceptable use (i.e., a social scoring system
based on facial recognition in public spaces) according to the EU AI Act, which we deliberately classified as low risk.
Participants who failed either of the attention checks or to correct the classification of this use were disregarded and
not paid. Additionally, we disabled pasting from external sources and editing previous responses to ensure original
and thoughtful answers. The final page included a thank-you note and redirected participants on Prolific. To ensure
reproducibility and assist researchers who aim to use our methodology, we have made the code for our survey publicly
available.

Participants. To recruit individuals with a background in legal and compliance, we relied on Prolific’s screening
criteria. We searched for participants likely involved in revising Al systems as part of their legal roles, using Al at
least 1-6 times a week. In total, we recruited 9 participants with “legal” as the “function in organization”, suggesting
that these individuals had prior legal expertise (Table 1). Six self-identified as males and three as females, with their
ages ranging between 21 and 49 years old (¢ = 37 and ¢ = 8.73). Their current countries of residence were within
the European Union, including participants from Italy, Poland, Germany, the Netherlands, Portugal, and Slovenia. On

average, participants took 40 minutes to 1 hour to complete a batch of 46 uses, and were compensated €9.29.

https://github.com/comarios/mhci- risks-benefits
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Table 1. Demographics of participants in the crowdsourcing study.

Batch ID Gender Age Country Weekly Al use
P1 Male 33 Ttaly Every day
B1 P2 Male 41 Poland 2-6 times a week
P3 Male 38 Germany 2-6 times a week
P4 Male 40 Germany 2-6 times a week
B2 P5 Female 47 Ttaly 2-6 times a week
P6 Male 25 Poland Multiple times every day
P7 Female 49 Portugal Every day
B3 P8 Female 36 Slovenia Every day
P9 Male 21 Germany Multiple times every day

Analysis and Results. Each use was annotated by three crowdworkers, and each of them annotated a total of 46 uses
(i.e., all 138 uses were divided into three batches).

When they classified the three risk levels based on the EU AI Act classifications, there was a full agreement in 48% of
uses. Full agreement was about uses that have clear benefits and utility (e.g., tracking health status); are widely-adopted
(e.g., facilitating mobile payments); or are in already regulated domains (e.g., enhancing food safety). Conversely,
disagreements were about uses that present privacy, security, and ethical concerns (e.g., tracking vulnerable groups like
children and the elderly); or are deemed emerging (e.g., mobile VR for educational content). We then used majority
voting to establish the final classifications by the crowdworkers and compared them against the LLM classification.
The agreement was 92.75%. By manually inspecting the disagreements, crowdworkers corrected the LLM classification
and cited similar reasons to those reported during the two authors’ manual validation (e.g., cases involving uses about
democracy and personalization).

When the crowdworkers then determined the 17 SDGs applicable to the uses at hand (one use could have multiple
SDGs assigned), there was a full agreement in 11% of uses (i.e., crowdworkers selected the exact same SDG(s) for each
use). Full agreement was about uses that had a clear positive impact on daily life (e.g., monitoring health status with
wearables); aligned with broader societal goals (e.g., improving election transparency); or improved safety and security
(e.g., enhancing surveillance capabilities for public safety). Conversely, disagreements were about uses with varied
perceptions of usefulness (e.g., tracking emotions for well-being); or had privacy, security, and ethical concerns (e.g.,
involving facial recognition). For each use, we then took the union of the three crowdworkers’ annotations to establish
the final classification and compared this list against the LLM classification. The agreement was 37.89%. Compared to
the two authors’ validation (61% agreement with the LLM classification), crowdworkers had lower agreement. This
greater discrepancy could be attributed to the difficulty in determining the applicability of SDGs, which may require
expertise beyond the legal domain. Additionally, it requires complex cross-referencing of the use with 17 different goals

and their numerous targets.

5 RESULTS

Having the set of 138 generated uses and their associated risks and benefits (detailed in Table 2 in the Appendix; the
notation # indicates the use’s ID), we report the results in two steps. First, for each SDG, we computed the proportion of
beneficial uses categorized as low risk (§5.1) and high risk (§5.2), and then discuss example uses from the goals with the
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highest proportions of each risk category. Second, we conducted a thematic analysis to understand the reasons why a
use is risky or not, and why it is beneficial (§5.3). Note that among the 138 uses, only one was classified as unacceptable
according to the EU Al Act. This use involves enhancing surveillance capabilities using mobile cameras in public spaces
(use #64). In our analysis, we did not focus on unacceptable uses because they are banned. Instead, high-risk AT uses,
which are allowed to be deployed, must be subject to an impact assessment for compliance purposes. Therefore, our

analysis focuses on distinguishing between high-risk and low-risk uses.

5.1 Uses Promoting SDGs and Being Low Risk

Uses that pose low risk primarily promote goals related to environmental protection, such as life below the water (goal
14), life on land (goal 15), and clean water and sanitation (goal 6) (navy bars in Figure 3). These uses are classified as

low risk by the EU AI Act. Next, we discuss examples of these uses.

Monitoring crop health and growth, use #49. IoT sensors are used to continuously monitor environmental parameters
such as temperature, humidity, and soil moisture, alerting farmers via mobile apps if conditions are unsuitable for
their crops [113]. Such uses promote sustainable agricultural practices and environmental conservation (goal 15).
Similar uses can involve in vivo plant sensors (e.g., organic electrochemical transistor-based biosensors [116])
that detect nutrient deficiencies or drought stress and allow for the precise application of agrichemicals, fertilizers,
and water, thereby maximizing yields [96].

Tracking livestock health and location, use #50. GPS collars have been effectively used to track livestock, including their
location, movement patterns, and grazing behavior (e.g., by creating “virtual geofences” which alert farmers if an
animal strays from a designated area [56]); uses that enables precise livestock management (goal 15). These collars
can also be equipped with more specialized sensors to monitor the behavioral and physiological parameters of
livestock, allowing farmers to assess the animals’ health and welfare over time. Examples include pedometers
and microelectromechanical (MEMS) activity sensors, which are easily attached to animals [54]. Additionally,
tracking livestock movements and interactions can help in understanding and managing disease outbreaks, such
as those caused by the influenza virus. [85].

Optimizing irrigation systems, use #51. IoT sensors have been used to optimize water usage (goal 6) and predict harvest
times (goal 15). Mohamed et al. [80] demonstrated a smart irrigation system equipped with sensors for monitoring
water levels, irrigation efficiency, and climate conditions. Wearable soil moisture sensors, strategically placed
throughout a field, can now transmit data to a central system, accessible via mobile devices. Farmers can adjust
irrigation schedules directly from their phones, optimizing water usage based on real-time soil moisture data.
This approach not only preserves (and saves) water but also ensures that crops receive the appropriate amount
of water at the right time, which is essential for crop health and yield [87].

Monitoring environmental conditions, use #112. 10T sensors are instrumental in monitoring a wide range of environ-
mental parameters (e.g., heat, sound, pressure, temperature, air quality, water quality), promoting sustainable
management of terrestial ecosystems (goal 15). Integrating these sensors into smart environmental monitoring
systems allows for large-scale environmental assessments [4]. Battery-free, wireless cameras and sensors can
now be deployed in underwater environments to monitor water quality, marine life, and underwater ecosys-
tems [2] (goal 14). These sensors are not only limited to monitoring air and water quality but also extend to

waste management [62]. For example, in domestic environments, they can effectively monitor conditions such
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#1 No poverty #2 Zero hunger #3 Good health #4 Quality education #5 Gender equality #6 Clean water
and well-being and sanitation
83% 50% 7% 46% 70% 17%

4% 3%

6 uses 8 uses 55 uses 44 uses 39 uses 6 uses

#7 Affordable #8 Decent work #9 Industry, innovation #10 Reduced #11 Sustainable cities #12 Responsible

and clean energy and economic growth and infrastructure inequalities and communities consumption and production
42% 60% 60% 85% 68% 50%

12 uses 111 uses 67 uses 27 uses 66 uses 24 uses
#13 Climate action #14 Life below water #15 Life on land #16 Peace, justice #17 Partnerships

and strong institutions  for the goals
48% 20% 26% 85% 58% High risk uses

/

Low risk uses

29 uses 80 uses 19 uses 54 uses 50 uses

Fig. 3. Percentages of uses categorized as low risk and high risk for each goal. The total number of uses per goal is in parentheses
below the goal’s name.

as temperature, humidity, and gas levels, with the data being easily accessible through mobile apps or web
pages [16].

Tracking wildlife movements, use #113. GPS collars are used to study animal behavior, and understand their habitat
preferences and migration behaviors [3] (goal 15). These technologies also enable real-time monitoring of wildlife
movements, including proximity, geofencing, movement rate, and immobility [117] and can enable modeling
epidemics in wildlife hosts, such as outbreaks of dolphin morbillivirus [82]. Similar uses can involve multi-sensory
wearable devices that employ neural networks for classifying animal behavior in national parks [95] or for
predicting animal personality [71]. Wireless sensor networks track small turtles, monitoring their micro-climate
and hibernation periods [59], while GPS-powered systems can effectively track wild animals straying from

sanctuaries, aiding in poaching prevention [48].

5.2 Uses Promoting SDGs yet Being High Risk

Uses that promote certain goals but pose high risks primarily relate to peace, justice, and strong institution (goal 16),
good health and well-being (goal 3), and reduced inequalities (goal 10) (gold bars in Figure 3). These uses entail high
risks, either due to the use of risky technology (e.g., cameras for facial recognition, or motion sensors paired with
physiological sensors), or because they operate in high risk domains such as migration management, military and

defense, or healthcare involving individuals from vulnerable groups. These uses include:

Enhancing security through facial recognition, use #1. High-performance cameras in smartphones have been typically
used for various authentication purposes such as phone unlocking, banking, and access control, by analyzing
face images [12, 29]. Such uses ensure safety and security by preventing unauthorized access (goal 16). However,
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as per EU Al Act’s Article 6 “biometric identification and categorisation of natural persons” is under the high
risk category. However, the very same technology (i.e., cameras) may well be used for crowd surveillance; a use
that has unacceptable risks.

Identifying individuals in criminal investigations, use #3. Smartphones and wearable watches can provide crucial
information in criminal investigations (e.g., documenting an individual’s activities), which can be used to
determine the veracity of witness testimony [34]. For example, a smartphone synced with a wearable watch
can offer evidence related to the execution of a violent act, aiding in pinpointing the time and nature of the
incident [70] and ensuring safety and security (goal 16). Suspicious pattern detection techniques from mobile
device data can also help identify individuals involved in activities such as cyberbullying or low-level drug
dealing [9]. According to EU AI Act’s Article 6, the amendment 711 classifies such a use as risky because it can
used by “law enforcement authorities for making individual risk assessments of natural persons in order to assess
the risk of a natural person for offending or reoffending or the risk for potential victims of criminal offences”.

Monitoring children’s location for safety, use #4. Multi-sensor wearable such as wristbands and IoT-enabled devices have
been designed to track children’s location, body temperature, humidity, and heartbeat, with the capability to alert
parents through SMS text messages in case of emergency [20, 109]. Such uses strive for improving children’s
well-being and safety (goal 3). However, as per the EU AI Act’s article 69 and amendment 634, the use is risky
because it “may affect vulnerable persons or groups of persons, including children, the elderly, migrants and
persons with disabilities”.

Monitoring elderly health and activity, use #5. Wearable devices, such as wristbands equipped with sensors like
accelerometers, gyroscopes, and heart rate monitors, are used for activity detection and monitoring in elderly
care and rehabilitation [86], improving their well-being and safety (goal 3). More broadly, IoT-based smart
healthcare systems provide real-time monitoring of the elderly’s location, activity patterns, and health status,
enabling early detection of health risks and improved response to emergencies [65]. As this use may affect
vulnerable groups is classified as risky under the EU Al Act’s article 69 and amendment 634. However, the
same on-body sensors could be used for surveillance, a concept Yuval Noah Harari termed “under-the-skin
surveillance” [50], introducing unacceptable risks. This type of surveillance goes beyond traditional monitoring by
collecting intimate physiological data directly from a person’s body, potentially invading privacy and autonomy
on a deeply personal level.

Enhancing mental health treatment, use #12. Wearable sensors for electrodermal activity and photoplethysmography
provide real-time physiological data crucial for mental health monitoring and treatment [40], ensuring good
(mental) health and well-being to individuals (goal 3). A comprehensive study highlighted 46 systems focus-
ing on continuous monitoring, diagnosis, and care of various mental disorders through mobile and wearable
technologies [8]. Music streaming services, when repurposed as therapies for affective disorders, exemplify the
potential of these technologies in mental health treatment [102]. Additionally, smartphones and wearable devices
support mental health research by facilitating the collection of novel naturalistic and longitudinal data relevant
to psychiatry [112]. However, similarly to uses affecting children or elderly, this use is again classified as risky
the EU AI Act’s article 69 and amendment 634 as it may affect vulnerable groups who suffer from mental health
problems.

Preventing unauthorized access, use #43. Wearable devices are used in access control systems to protect information
and define restrictions on information handling [33] in military facilities, prevent unauthorized data leakage,

and safeguarding sensitive information [125] (goal 16). These devices can also be used in user authentication,
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improving the security of mobile payment systems and other applications where sensitive data is involved [121].
However, As per the EU Al Act’s Article 6 and amendment 711, the use is risky because it can be used for
“biometric identification”.

Predicting infrastructure failures, use #62. Wearable sensors have been applied to predict health-related issues, such
as COVID-19 incidence, by tracking the spread of the virus, demonstrating their potential in predictive health
infrastructure [103]. Analyzing mobility patterns in IoT networks (e.g., georeferenced traces that citizens leave
when they navigate a city) are used to predict infrastructure failures and optimize road traffic [39] such as road
traffic, ensuring inclusive access to society (goal 16). However, the EU Al Act’s amendments 713 and 714 classify
the use as risky because it is intended to be used as “safety component in the management and operation of road
traffic and the supply of water, gas, heating and electricity”.

Enhancing surveillance capabilities, use #64. Mobile cameras, accelerometers, and gyroscopes are typically employed for
continuous monitoring and activity detection in surveillance applications [28], ensuring safety by maintaining
public order and general welfare in a democratic society. The concept of “sousveillance,” which refers to surveil-
lance from below as opposed to from above, has been facilitated by wearable devices, generating new types of
information in social surveillance situations [67]. Mobile sensors, like those in Android smartphones, are used in
real-time surveillance systems for tasks such as human face tracking [98], even in public spaces. High-tech gear
like textile-based wearable microphones, miniature cameras, and wireless personal displays can also enhance
surveillance capabilities while appearing natural to the user [115]. However, as per the EU AI Act’s article 5.1,
the “use of real-time remote biometric identification systems in publicly accessible spaces, unless and in as far as

such use is strictly necessary”.

5.3 Understanding the Reasons Why a Use Is Low Risk, High Risk, and Beneficial

Two authors conducted an inductive thematic analysis (bottom-up) to understand the reasons why a use is risky or not,
and why it is beneficial (i.e., as per Prompt 2 and 3 outputs), following established coding methodologies [68, 74, 97].
The authors used sticky notes on the Miro platform [77] to capture the reasons and inductively construct the themes.
They held four meetings, totaling 8 hours, to discuss the emerging themes that arose during the analysis process. Next,
we discuss the resulting themes and grouped them into three categories, that is, reasons for uses being: a) low risk; b)

high risk; and ¢) beneficial.

Low Risk: Low risk uses were about the environment and sustainability, and logistics. The reasons why these uses
are low risk are because they handle data about non-human subjects and the environment, and operate in domains
that are not considered high risk. For environment and sustainability, mobile and wearables enable environmental
monitoring (e.g., air and water quality) that allow for timely interventions to mitigate pollution; and monitor energy
consumption and provide feedback to users for encouraging energy-saving behaviors and contributing to carbon
footprint reduction. For logistics, wearables devices equipped with RFID or GPS technology enable real-time tracking
of goods that can significantly reducing the time needed for inventory management and supply chain operations;
sensor-equipped wearables (e.g., soil moisture sensors) provide precise information on crop needs to help minimize the

use of water and fertilizers.

High Risk: High risk uses were about the sensitive data handling, vulnerable user groups, and automated decision making.
The reasons why these uses are high risk are because they generally collect sensitive data, even about vulnerable
individuals at time or engage in automatic decision making aimed at behavioural change. For sensitive data handling, the
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uses involved collecting data with different levels of sensitivity: biometric data such as facial images or footprints, voice
prints or gait data, and other personal data which can reveal information about physical, physiological or behavioural
traits of people such as fitness data or financial records. For vulnerable user groups, the uses were affecting vulnerable
persons or groups of persons, including children, the elderly, migrants, and persons with disabilities. For automated
decision making, the uses were designed in a way to influence habits (e.g., recommender systems), leading to potential

negative impacts on mental health and social interactions.

Beneficial: Independent to whether uses are risky or not, they were beneficial mainly because they foster participation
and collaboration in society, improve well-being, and improve safety and security. For fostering participation and
collaboration in society, mobile and wearables enable seamless communication and connectivity, breaking down
geographical and temporal barriers; allow users through apps to share their experiences, achievements, and challenges,
fostering a sense of community and mutual support. For improving well-being, mobile and wearables allow for physical
activity and sleep patterns monitoring; used to detect early signs of health issues and provide recommendations for
stress management (e.g., meditation and psychological support). For improving safety and security, emergency response
apps allow users to quickly alert emergency services; GPS tracking features on mobile and wearables are beneficial for

monitoring the safety of children, the elderly, or individual in high risk environments.

6 DISCUSSION

Our method offers a semi-automatic way to assess the risks and benefits of Al uses in mobile and wearables using
three LLM prompts. We found that low risk uses primarily benefit the environment and logistics. Conversely, high risk
uses, while promising improved well-being, safety, and equality, come with significant concerns over sensitive data,
vulnerable groups, and automated decision-making. These uses often collect biometric data from cameras or operate in
high risk domains such as healthcare, particularly when involving vulnerable groups. Next, we discuss challenges in
conducting such an assessment highlighting our lessons learned, and present practical solutions (e.g., a checklist) for

balancing the trade-offs between risks and benefits in mobile and wearable technologies.

6.1 Challenges in Conducting Risks and Benefits Assessment Using LLMs

The use of LLMs to assess the risks and benefits of AI (in our case, on mobile and wearable technologies) presented
unique challenges, which are likely to be applicable to other domains as well. Although LLMs may be able to provide a
comprehensive analysis across various use cases, risks, and benefits, their outcomes should be treated as preliminary
steps rather than definitive conclusions. We specifically highlight three areas that require careful attention.

First, a key challenge is ensuring the accuracy and relevance of the LLM’ output, as these models heavily rely on
the quality and scope of their training datasets. We overcome this challenge by employing a number of best prompt
engineering practices [100, 106] such as specifying the model’s role (e.g., senior mobile and wearable specialist), detailing
its task(s), providing additional knowledge (e.g., excerpts of the EU Al Act), and defining the expected output format.

Second, the complexity and often opaque nature of LLMs make their output’s interpretation challenging. To ensure
that the language model produced realistic uses, and, in turn, classified each use’s risks and determined its benefits, two
authors manually inspected the output in every step of the process. A human-in-the-loop approach helps to alleviate
model’s hallucinations. Additionally, by employing a Chain-of-Though approach [120], we ensured that the model

explained its reasoning to arrive at the final output.
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Finally, LLMs might not fully capture all ethical and societal dimensions linked to mobile and wearables. More broadly,
identifying risks associated with Al systems requires deep organizational, technical, and regulatory expertise [13],
which can be achieved by integrating experts’ knowledge in the process. The use of Al for evaluating Al systems (and
their use) introduces a number of ethical considerations that require careful examination. One prominent concern is
the recursive nature of such assessments, wherein Al systems are employed to evaluate outputs generated by similar Al
systems, potentially leading to feedback loops that amplify biases or errors without sufficient human oversight [49].
Another concern is about transparency. Documenting the decision-making processes, the criteria used for evaluations,
and the limitations of the Al tools employed is essential for allowing independent verification and fostering trust [79].
For example, to allow for reproducibility, we made our code publicly available.

Despite the advancements in LLMs capabilities, there are inherent limitations in their ability to make judgments
against complex ethical standards. Current LLMs may struggle to comprehend and apply nuanced ethical principles,
leading to potential gaps and inconsistencies in such assessments [58]. Addressing these limitations requires ongoing
research aimed at enhancing LLMs ethical reasoning capabilities and ensuring alignment with universally accepted
ethical norms and standards. Additionally, we foresee that semi-automated ways for conducting risk and benefits as-
sessments should be complemented with human-in-the-loop validations and/or non-Al approaches (e.g., crowdsourcing

studies), which we discuss next.

6.2 Challenges in Conducting Al-Based Risk and Benefit Assessments Versus Human-Based Assessments

Next, we turn into discussing challenges for conducting risks and benefits assessments using Al-based approaches
(e.g., LLMs) versus human-based ones (e.g., crowdsourcing). While Al-based assessments offer speed, scalability, and
consistency, our findings reveal several challenges that call for a combined approach incorporating both methodologies.

The first challenge is about consistency and contextual judgment. Our Al-based assessment using LLMs demonstrated,
to a great extent, high agreement rate with human judgments when assessing the risk classification level of mobile and
wearable uses. However, this consistency may overlook nuanced interpretations that human experts can provide. Human
assessors, especially those with specialized knowledge, can offer contextual judgments that Al might miss, as evidenced
by the adjustments made by crowdworkers based on deeper understandings of democracy and personalization issues.
In other words, this illustrates the limitations of Al in areas requiring ethical consideration and complex contextual
analysis, suggesting that while AI can guide assessments, it should not replace human judgment.

The second challenge is about the depth of understanding. This was particularly evident in the lower agreement
rates on SDGs, where human expertise was crucial for comprehensive evaluation. This difference suggests that Al
should operate as an exploratory tool, with final decisions deferred to human experts who can assess the broader ethical
and societal implications of a use.

The third challenge is about reliability. The human-based approach introduced diverse judgment perspectives, but
at the same time demonstrated potential inconsistencies. This variability, while introducing diverse viewpoints, also
necessitates rigorous control measures to ensure reliability (e.g., using trap questions and attention checks). One
possibility would be to use Al-based assessments as a baseline for consistency and comparison with human-based ones.

Given these challenges, we believe that a promising approach should combine both Al-based assessment and human-
based ones. Such a hybrid approach would use Al for initial assessments due to its efficiency and scalability, and human
experts for providing the final judgments. To aid researchers interested in adopting a similar approach in different
contexts, we recommend following these steps: (1) describe a use case using the five-component format suggested by

Golpayegani et al. [47] (i.e., Domain, Purpose, Capability, Al User, Al Subject) as required for risk assessment under the
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Risk Assessment Checklist for Mobile Computing

1 Use

1.1 What is the purpose of the use?

1.2 What is the intended domain, industry or sector for the use?

1.3 What are the technical capabilities that enable the use?

1.4 Who are the individuals or groups affected by the use?

1.5 Who are the individuals or entities responsible for overseeing the use?

Data

2.1 Does the device/application collect personal data to enable the use? If yes, specify the type
of collected data (e.g., biometric)

e 2.2 Does the device/application collect data only after receiving clear consent from users?

2.3 Are users able to opt-out of data collection?

2.4 Are users informed about how their data is used, stored, and shared?

2.5 Are there clear policies on data usage, storage, and sharing?

2.6 Are there encryption methods implemented to safeguard the data?

3 Risks

3.1 Are there aspects of the device/application/use that could present challenges for users
of different abilities or vulnerable backgrounds?

G 3.2 Are there aspects of the application/device/use that could be seen as discriminatory
towards certain users?

3.3 Are there aspects of the application/device/use that could lead to habit-forming behaviors
with adverse personal or social consequences?

4 Mitigations
4.1  Are there measures in place to prevent unauthorized access to the device/application/data?
4.2 Are there measures in place to prevent the misuse of the device/application/data
Q for unethical purposes?
4.3 Are there mechanisms in place that enable users to provide feedback or report problems?

4.4 Are there measures in place to minimize the environmental footprint of the device/application?
4.5 Are there preventive features integrated in the device/application to safeguard personal

and social well-being?

Compliance with Legal and Regulatory Standards

5.1 Does the device/application/use comply with relevant laws and regulations
(e.g., GDPR, HIPAA, EU Al Act)?
5.2 Are there procedures in place for compliance verification and regular audits?

Fig. 4. Risk Assessment Checklist for Mobile Computing. It helps to systematically consider a mobile or wearable system’s: (A) use,
(B) data, (C) risks, (D) mitigations and (D) compliance with legal and regulatory standards.

EU AI Act [23]; (2) incorporate expert human validation with clear intervention protocols throughout the process; and

(3) implement continuous feedback loops between the Al-based assessments and the human-based ones.

6.3 Balancing the Trade-Offs Between Risks and Benefits of Al in Mobile and Wearable Uses

The use of mobile and wearables in sensitive or high-stakes domains underscores the need to balance risks and benefits.
While these technologies contribute significantly to Sustainable Development Goals such as good health and well-being,
reduced inequalities, and peace and justice, they also pose inherent risks due to their sensitive nature. Challenges
include privacy concerns, potential misuse for surveillance, and the risk of exacerbating existing inequalities or societal
issues. For example, sensitive personal data (e.g., health information) could be misused if not adequately protected,
leading to unauthorized access, surveillance, or infringement on individual freedoms and rights. Additionally, it is hard
to obtain large representative samples across diverse populations when training models for mobile and wearable uses,

making such uses more susceptible to biases [107].
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To balance risks and benefits requires active research, policy updates, and open dialogue as to what is considered as
an acceptable technology use [26]. For example, it is essential to enhance privacy protections beyond those outlined in
the EU AI Act as mobile and wearables capabilities continue to evolve. This can be achieved not only by understanding
the direct impact of these technologies (e.g., producing impact assessment cards similar to model cards [78]) but
also by considering their broader societal implications. It is of prime importance to ensure that the benefits of these
technologies do not exacerbate existing vulnerabilities or inequalities. Another solution would be for the mobile
computing community to adopt practices for reporting harms and risks associated with the use of specific mobile or
wearable sensors and technologies. Conferences such as the Neural Information Processing Systems (NeurIPS) [6] and
the International Conference on Machine Learning (ICML) have already started mandating statements that include
“risks associated with the proposed methods, methodology, application or data collection, and data usage”. More recently,
Olteanu et al. [88] argued that even responsible Al research needs impact statements, too; such statements aim at
disclosing any possible negative consequences, contributing to more inclusive research. Additionally, researchers have
proposed algorithmic impact assessments (AIAs) as a form of accountability for organizations that build and deploy
automated decision-support systems [72], and frameworks for bridging the gap between technical and ethical aspects
of Al systems [60].

Risk Assessment Checklist for Mobile Computing: Drawing from similar initiatives in Al and Responsible Al, we
developed a risk assessment checklist for mobile computing based on: the learnings from developing our semi-automatic
method (§4) and the findings about what makes a use risky or not (§5). These two translated into a five-section
checklist, which aligns with recently agreed ways of reporting an Al system’s use risks (including the indented use,
risks, mitigations, compliance) [1, 73, 84, 105]. However, we do not argue that the checklist is exhaustive, but rather
aims to serve as a starting point for the Mobile HCI community to facilitate and foster transparency and accountability
in the development and use of mobile and wearable uses.

The first section covers the intended use (Figure 4A). This is informed by the EU AI Act’s requirements for risk
assessment, and the fact that prior work emphasized the importance of documenting a system’s use in a structured
five-component format [47]. This format is not only suitable for risk assessment but also comprehensive enough to be
usable by both technical and non-technical stakeholders (i.e., due to its simple yet compact structure).

The second section is about the data (Figure 4B). From the thematic analysis (§5.3), it was evident that the type of
data (e.g., sensitive vs. non-sensitive) that a use handles plays a critical role in determining its risk level. For example,
uses that handle data primarily about non-human subjects (e.g., animals, as per use #50) and the environment (e.g., heat,
sound, and air quality, as per use #112), they are considered low risk. Conversely, uses that handle primarily sensitive
data (e.g., facial images, as per use #1), they are considered high risk.

The third section is about the risks (Figure 4C). From both the inspection of high risk uses (§5.2) and the thematic
analysis (§5.3), these uses tend to involve individuals from vulnerable groups or engage in automatic decision making
aimed at behavioural change. Therefore, by formulating questions to identify and assess these risks, this section aims to
preemptively address and mitigate potential negative impacts on individuals and society.

The fourth section is about the mitigations of risks associated with the specific mobile and wearable uses as well as
the data they handle (Figure 4D).

Finally, the fifth section is about the regulatory compliance (Figure 4E). Given that our method is directly influenced

by the upcoming enforcement of the EU Al Act, this section aims to prompt for adherence with existing and upcoming
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regulations as well as procedures for verification and regular audits. Such procedures will be a legal necessity to monitor
a use and determine its risk level.

We foresee that this checklist can be applied across a range of stakeholders and use cases: Al practitioners can use it
to identify and assess risks at various stages of the product development cycle; Al teams can use it to raise awareness
and facilitate discussions about potential risks, leading to more comprehensive risk mitigation strategies; researchers
can use it to navigate the publication process and to help the community avoid rejecting risky technologies that may
have positive impact; and end users can use it to understand the various aspects (and AI’s use) they should consider

before using mobile or wearables.

6.4 Limitations and Future Work

We acknowledge three main limitations of our work that call for future research efforts. First, our method incorporates
domain experts into the assessment process. The two authors who manually validated each prompt’s output have
experience in the design, development, and deployment of mobile and wearable technologies. While not achieving full
automation, it expedites the experts’ tasks. It systematically compiles a list of uses, presenting them in an organized
manner for rigorous risk assessment. Consequently, experts can optimize their time, reducing the need for extensive
literature reviews to identify potential uses, risks, and benefits. Similarly, our crowdsourcing study experienced relatively
low participation because, in reality, only a handful of experts can provide the insights required to validate our method.
At the same time, we chose the majority voting to establish the final classification among crowdworkers. However,
this may present a situation wherein a majority’s decisions overshadow those of a minority (a phenomenon also
known as the ‘tyranny of the majority” [94, 108]). Future studies could explore ways to form cohorts of experts that are
broadly available and accessible to the research community, offering diverse perspectives in evaluating LLM-generated
classifications.

Second, the significant level of disagreement among the experts themselves highlights the subjective nature of
such assessments. This suggests that even expert evaluations can be heavily biased by individual experiences, domain
expertise, and cultural values [55, 101]. The diversity in the cultural and professional backgrounds of our experts,
while enriching the study with varied perspectives, also introduced challenges in reaching consensus. This observation
highlights the need for developing more robust methods to use expert disagreement constructively.

Third, LLMs may not cover all potential impact areas, particularly emerging ethical issues (e.g., existential risks)
or unforeseen societal consequences, leading to an oversimplification of risks. This may lead to overly simplistic
approaches in dealing with complex socio-technical Al systems, especially those that deal with applications domains
flagged by the EU Al Act as high risk (e.g., concerning vulnerable groups, or law enforcement). The output of such an

assessment is highly advisable to be vetted by lawyers and regulatory experts.

7 CONCLUSION

We proposed a method for assessing the risks and benefits of Al in mobile and wearable uses. Using our method, we
generated 138 such uses of Al while also evaluating their associated risks as defined by the EU AI Act and benefits in
line with the UN Sustainable Development Goals; upon manual validation of our method, we confirmed its accuracy to
be over 85%. We found that a specific set of mobile computing uses (low risk) primarily benefit the environment and
logistics. Interestingly, another set of uses (high risk) that hold significant potential in improving well-being, safety, and
social equality are linked to risks involving sensitive data, vulnerable groups, and automated decision-making. To not

dismiss the potential of these uses, we proposed a checklist for assessing the risks of mobile and wearable uses.
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APPENDIX

Table 2. List of LLM-generated Al uses for mobile and wearable technologies. Each entry includes an ID, description, an indication of whether it is high risk, the goals it
supports, and the specific clauses from the EU Al Act that categorize the use as high risk or not. Use #64 is classified as unacceptable, and was marked with a (*).

ID Description High Risk  SDG Goals AlActText
1 Enhancing security through facial recognition using high-performance cameras in smartphones Yes 16,5, 8 Article 6, Amendment 711 - Biometric identification and categorization of natural persons
2 Monitoring and analyzing crowd behavior using mobile cameras Yes 16,11,5,8,3 Article 6, Amendment 711 - Biometric identification and categorization of natural persons
3 Identifying individuals in criminal investigations using smartphones and wearable watches Yes 16, 10,5, 8,3, 11 Article 6, Amendment 711 - Biometric identification and categorization of natural persons
4 Monitoring children’s location for safety using wristbands Yes 3,11,16,5,8 Amendment 38 - Al Systems for perceiving or exploiting bilities of children and people
5 Monitoring elderly health and activity using wristbands Yes 3,11 Amendment 38 - Al Systems for perceiving or exploiting vulnerabilities of children and people
6 Coordinating family calendar and tasks on mobile phones No 5,8, 12 N/A
7 Sharing calendars and reminders on mobile phones No 5,812 N/A
8 Sharing location for coordination through smartwatches No 11,5,3 N/A
9 Tracking emotions using mobile app for improving emotional well-being Yes 53 Article 6, Amendment 712 Biometric identification and categorization of natural persons
10 Tracking health status using smart rings for chronic conditions Yes 8,3 Article 6 - Access to essential private services
11 Tracking using accel for imp physical therapy outcomes Yes 8,3 Article 6 - Access to essential private services
12 Enhancing mental health treatment using smartwatches Yes 8,3 Article 6 - Biometric identification and categorization of natural persons
13 Promoting physical fitness through activity tracking on smartwatches No 5,83 N/A
14 Tracking sleep quality No 8,3 N/A
15 Providing meditation guidance on a mobile app No 8,3 N/A
16 Performing gesture recognition using accelerometers for Ul accessibility No 4,8,3,9 N/A
17 Tracking motion and environmental interaction using VR headsets No 84,3 N/A
18 Enabling hands-free device control through voice recognition and command execution No 8,4,3 N/A
19 Tracking expenses and monitoring personal finances using a mobile app No 12,5,8,4,1 N/A
20 Enabling secure mobile payments and transfers with a smartwatch Yes 17,10, 8,1 Article 6, Amendment 64 - Al systems as safety component
21 Providing investment and financial advice using a mobile app Yes 10,5,8,4,1 Article 6, Amendment 64 - Al systems as safety component
22 Delivering interactive educational content using a mobile app Yes 4,8 Article 6 - Education and vocational training
23 Providing personalized learning dations using a tablet Yes 4,8 Amendment 715, 716 - Al systems for assigning natural persons to educational and vocational training
24 Enabling online exams using a 360 degree camera Yes 4,17,10,8 Article 6 - Education and vocational training
25 Monitoring employee productivity using smart badges Yes 8,4,5,16 Article 6 - Al systems as safety component
26 Monitoring physical movements for workplace safety using smartwatches Yes 3,8,5,16, 11 Article 6 - Al systems as safety component and for monitoring and evaluating performance
27 Tracking work hours and tasks during remote work using a mobile app Yes 12,5,8,4,3 Article 6 - Al systems as safety component and for monitoring and evaluating performance
28 Tracking travel patterns for public transportation efficiency using smart cards Yes 17,13,12,11,5,9, 8 Al Article 6 - Al systems as safety component
29 Monitoring health status and symptoms using headbands Yes 10,9,8,3 Al Amendment 721 - evaluate the eligibility of natural persons for public assistance benefits and services
30 Tracking eligibility criteria and application status for social benefits using a mobile app Yes 10,8,5,3,1 Al Amendment 721 - evaluate the eligibility of natural persons for public assistance benefits and services
31 Tracking user pr for lized online sh: experience using a mobile app No 12,8 N/A
32 Customizing music and video recommendations using earbuds Yes 12,8 Amendment 740 - Al systems for recommending user-generated content available on the platform
33 Tailoring news and information feeds using a mobile app Yes 5,4,8,12 Amendment 740 - Al systems for recommending user-generated content available on the platform
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Table 2. List of LLM-generated Al uses for mobile and wearable technologies. Each entry includes an ID, description, an indication of whether it is high risk, the goals it

supports, and the specific clauses from the EU Al Act that categorize the use as high risk or not. Use #64 is classified as unacceptable, and was marked with a (*).

ID Description High Risk  SDG Goals AlActText

34 Tracking user interactions for enhancing user engagement using a mobile app No 8,12 N/A

35 Facilitating social connections using a mobile app Yes 3,8 Amendment 740 - Al systems for recommending user-generated content available on the platform
36 Monitoring harmful content using a mobile app Yes 10,12,5,4,3 Amendment 740 - Al systems for recommending user-generated content available on the platform
37 Monitoring physical activity and vital signs for improving athletic performance using armbands No 53,4 N/A

38 Tracking environmental conditions in outdoor spaces using a mobile app No 5,3,4,8,11, 16 N/A

39 Monitoring player health for team management using armbands No 53,4 N/A

40 Tracking user motion for enhancing user experience using VR headsets No 5,8,3,4 N/A

41 Monitoring audience reactions for facilitating interactive performances using mobile cameras ~ Yes 5,84 Amendment 52, 191 - Al for inferring emotions, thoughts, states of mind individuals or groups
42 Analyzing user preferences for p lized content dations using a mobile app No 58,4 N/A

43 Preventing unauthorized access through biometric authentication using mobile scanners Yes 16,5, 8 Article 6, Amendment 711 Biometric identification and categorization of natural persons

44 Analyzing network traffic for security threats using mobile dashboards Yes 16,5,8,9 Al Article 6, Amendment 713 - Al systems as safety component

45 Tracking user location and providing emergency alerts for personal safety using smartwatches ~ Yes 5,8,3,16, 11 N/A

46 Analyzing user behavior for personalized advertising using a mobile app No 8 N/A

47 Tracking user interactions with ads for customer engagement using a mobile app No 8 N/A

48 Analyzing marketing campaign performance data using a mobile app No 8,12 N/A

49 Monitoring crop health and growth using IoT sensors No 17,11,13,9,12,2, 15,8 N/A

50 Tracking livestock health and location using GPS collars No 13,12,17,11,9,2,15,8 N/A

51 Optimizing irrigation through soil moisture detection using IoT sensors No 17,13,9,12,2,11,15,8,6 N/A

52 Improving customer through personalized dations using a mobile app  No 12,8 N/A

53 Automating task management in business operations using a tablet No 12,17,9,8 N/A

54 Enhancing product development using customer feedback from mobile apps No 12,8 N/A

55 Facilitating autonomous navigation using mobile cameras No 11,9,8,15 N/A

56 Enabling human-robot interaction using mobile cameras Yes 9,3,8 Article 6 - Al as safety component

57 Improving the quality of multi-sensor data fusion in fall detection smartwatches Yes 9,3,8 Al Article 6 - Al systems as safety component

58 Accelerating scientific discovery through analyzing data from sensor-equipped backpack No 17,12,9,8,4 N/A

59 Facilitating remote collaboration using mobile cameras No 17,13,9,8,4 N/A

60 Improving research data management using a mobile app No 17,9,8,4 N/A

61 Monitoring infrastructure health using pressure sensors Yes 17,11,3,15,13,8, 16,9, 12, 7 Article 6 - Al systems for management and operation of critical infrastructure

62 Predicting infrastructure failures using wearable sensors Yes 17,11,3,15,13,8,16,9,12,7  Article 6 - Al systems for management and operation of critical infrastructure

63 Optimizing infrastructure operations using tablets Yes 17,11,3,15,13,8,16,9,6,12,7 Article 6 - Al systems for management and operation of critical infrastructure

64 Enhancing surveillance capabilities using mobile cameras * 16, 5,8, 11 Article 5, 6 - Remote biometric identification systems in publicly accessible spaces used by law enforcement
65 Improving crime prediction using mobile cameras Yes 16,5,8 Article 6 - Al Systems for predicting criminal offence based on profiling of natural persons

66 Facilitating evidence collection using a mobile app Yes 16,5,8 Amendment 728 - Al Systems for investigation or prosecution of criminal offences

67 Enhancing border security using mobile fingerpint scanners Yes 16,5, 8, 17, 10, 11 Amendment 736 - Al Systems for border control management

68 Improving asylum appli using mobile d scanners Yes 16,1,3,5,8,17,10, 11 Amendment 735 - Al Systems for in relation to appli for asylum

69 Tracking migrant location using GPS Yes 16, 5,17, 10 Amendment 736 - Al Systems for border control management

Continued on next page
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Table 2. List of LLM-generated Al uses for mobile and wearable technologies. Each entry includes an ID, description, an indication of whether it is high risk, the goals it
supports, and the specific clauses from the EU Al Act that categorize the use as high risk or not. Use #64 is classified as unacceptable, and was marked with a (*).

ID Description High Risk  SDG Goals AlActText

70 Enhancing voter participation using a mobile app Yes 16,4 Amendment 739 - Al Systems for influencing the outcome of an election or r dum or the voting bek
71 Improving election transparency using a mobile app Yes 16, 10,8,9 Amendment 739 - Al Systems for influencing the outcome of an election or referendum or the voting behaviour
72 Facilitating citizen engagement using digital kiosks No 16,11,5,17,8,4,9 N/A

73 Enhancing immersive storytelling experiences using smart glasses No 4 N/A

74 Facilitating real-time language translation using earbuds No 4,8,10 N/A

75 Improving content accessibility using mobile screen readers No 16,8,4,9 N/A

76 Assisting visually impaired individuals using smart canes Yes 11,16,4,10, 8,3 Amendment 38 - Al Systems for perceiving or exploiting vulnerabilities of children and people

77 Supporting individuals with hearing impairment using earbuds Yes 11,16,4,10,8,3 Amendment 38 - Al Systems for perceiving or exploiting bilities of children and people

78 Tracking movement for assisting individuals with mobility issues using accelerometers Yes 11,16,4,10,8,3 Article 6 - Al system as a safety component

79 Monitoring energy consumption using infrared sensors No 13,12,17,11,15,9,7 N/A

80 Optimizing renewable energy production using heat sensors No 13,12,17,11,15,9,7 N/A

81 Improving energy efficiency using infrared sensors Yes 13,12,11,15,9,7 Article 6 - Al system as a safety component

82 Enhancing soldier training using VR headsets Yes 16,17,9,8, 4 Article 6 - Al system as a safety component

83 Improving battlefield situational awareness using smart glassess Yes 16,17,9,8,4 Article 6 - Al system as a safety component

84 Enhancing soldier health monitoring using smart belts Yes 16,17,9,8,4,3 Article 6 - Al system as a safety component

85 Facilitating remote court proceedings using a mobile app Yes 17,10, 16, 11, 8,9 Amendment 738 — Al systems for assisting in judicial authority in researching and interpreting facts
86 Improving voter registration and verification using a mobile app Yes 17, 16, 10, 11,9 Article 6 - Al Systems for administration of justice and democratic processes

87 Enhancing public participation in democratic processes using smart kiosks Yes 17,16, 10,11, 5,8,4,9 Amendment 738 — Al systems for assisting in judicial authority in researching and interpreting facts
88 Improving public service delivery using a mobile app Yes 16,11,5,8,4,3,9 Amendment 67 - Al for applying for or receiving public assistance benefits and services

89 hancing disaster using 1 s Yes 17,13,9,8,3, 11,16, 14, 15 Amendment 724 - Al systems for dispatching of emergency first response services

90 Improving traffic management through cameras Yes 13,12,11, 16,9 Article 6 - Al systems as safety component

91 Facilitating diplomatic communication using earbuds No 16,17, 10,8, 4 N/A

92 Monitoring global protest actions using a mobile app No 16,17,5,13,9, 11 N/A

93 Improving international negotiation processes using a mobile app No 16,17, 10, 4 N/A

94 Enhancing food quality inspection using mobile cameras Yes 2,12,3,17,11,9, 8 Amendment 207 - Al Systems for critical infrastructure

95 Improving food traceability using RFID tags Yes 2,12,3,17,11,9,8 Amendment 207 - Al Systems for critical infrastructure

96 Enhancing food safety compliance using mobile cameras Yes 2,12,3,17,11,9,8 Amendment 207 - Al Systems for critical infrastructure

97 Enhancing disaster response using GPS Yes 17,13, 8,3,16,9, 11 Amendment 724 - Al systems for dispatching of emergency first response services

98 Monitoring health status of victims using wristbands Yes 3,9,8,11 Amendment 724 - Al systems for dispatching of emergency first response services

99 Coordinating rescue operations using a mobile app Yes 17,13,8,9,3, 11,16 Amendment 724 - Al systems for dispatching of emergency first response services.
100 Improving aid distribution efficiency using motion sensors Yes 12,17,16,11,1,2,3,13,8,9 Amendment 721 - Al systems for evaluating the eligibility of natural persons for public assistance
101 Monitoring health status of aid recipients using wristbands Yes 17,3,9,8, 11 Amendment 721 - Al systems for evaluating the eligibility of natural persons for public assistance
102 Facilitating communication in disaster zones using a mobile app No 16,17,13,8,9, 11 N/A
103 Improving fleet management efficiency using GPS No 12,11,17,9,8 N/A
104 Enhancing driver safety using motion sensors Yes 3,12,11,8,9, 16 Amendment 713 - Al Systems for management and operation of road traffic
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Table 2. List of LLM-generated Al uses for mobile and wearable technologies. Each entry includes an ID, description, an indication of whether it is high risk, the goals it
supports, and the specific clauses from the EU Al Act that categorize the use as high risk or not. Use #64 is classified as unacceptable, and was marked with a (*).

ID Description High Risk  SDG Goals AlActText

105 Optimizing fuel consumption using pressure sensors No 13,12,11,9,7, 15 N/A

106 Monitoring urban mobility patterns using GPS Yes 13,12, 11, 16,9 Article 6 - Al Systems as safety component

107 Assessing public space usage using mobile cameras Yes 16,11,12,9 Article 6 - Biometric identification and categorisation of natural persons
108 Improving public transportation using mobile cameras Yes 12,11,9 Article 6 - Al Systems as safety component

109 Detecting suspicious behavior using motion sensors Yes 16, 10, 17, 8,3, 11 Article 6 - Biometric identification and categorisation of natural persons
110 Enhancing surveillance capabilities for counter-terrorism using GPS Yes 16, 10,17, 8,3, 11,9 Article 6 - Biometric identification and categorisation of natural persons
111 Improving communication in field operations using earbuds Yes 17,16,8,9,4 Article 6 - Al Systems as safety component

112 Monitoring environmental conditions using heat sensors No 13,17,12,6,3,14,9,15,8,11,7 N/A

113 Tracking wildlife movements using GPS collars No 17,14,15,13,9,8 N/A

114 Assessing resource usage efficiency using motion sensors No 13,12,17,11,9,6,7, 15 N/A

115 Enhancing cross-border surveillance using mobile fingerprint scanners Yes 16,17, 10,8, 11,9 Amendment 736 - Al Systems for border control management

116 Improving communication in joint operations using smart glasses Yes 16,17,8,9,4 Article 6 - Al Systems as safety component

117 Detecting illegal activities using motion sensors Yes 16,10,11,8,5 Amendment 209 - Al Systems used for determining social behavior

118 Monitoring climate change using heat sensors No 13,17,11,6,9, 15,10, 7 N/A

119 Tracking impact of climate change on wildlife using GPS collars and heat sensors No 17,11, 15, 14, 13,9, 8 N/A

120 Assessing effectiveness of energy-saving interventions using smart electricity meters No 13,12,17,6,11,7,9,8,14,15  N/A

121 Enhancing immersive gaming experience using VR headsets No 9 N/A

122 Tracking physical activity for improving physical fitness using wristbands No 8,3,4 N/A

123 Facilitating virtual social interaction using VR headsets No 4,8 N/A

124 Tracking and improving musical performance using a mobile app No 4,8 N/A

125 Monitoring gardening activities using motion sensors No 11,12,2,15,8 N/A

126 Enhancing photography skills using mobile cameras No 4,8 N/A

127 Improving home security using mobile cameras Yes 5,11 Article 6 - Al Systems as safety component

128 Enhancing energy efficiency using heat sensors Yes 13,11,12,9,7 Article 6 - Al system as a safety component

129 Facilitating home automation using smart thermostats Yes 13,12,9 Article 6 - Al system as a safety component

130 Improving public safety using mobile cameras Yes 11,5,8,3, 16 Article 6 - Al Systems as safety component

131 Enhanci ibility for disabled individuals using smart glasses Yes 11,10,8,3 Article 6 - Al Systems for access to essential private services and public services and benefits
132 Facilitating disaster response using a mobile app Yes 17,13, 9,8, 3, 11, 16, 10 Amendment 724 - Al systems for dispatching of emergency first response services
133 Improving road safety using mobile cameras Yes 3,11,9,8,16 Article 6 - Al Systems as safety component

134 Enhancing navigation and route planning using GPS No 12,11,8,9 Article 6 - Al systems as safety component

135 Facilitating autonomous driving using motion sensors Yes 11,9,8 Article 6 - Al systems as safety component

136 Enhancing language learning using a mobile app No 4.8 N/A

137 Improving remote communication using mobile cameras No 4,8,9 N/A

138 Facilitating social networking using a mobile app No 4,8,9 N/A
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