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Abstract

Earth Observation (EO) offers valuable insights into urban environments, and integrating artificial intelligence (Al)
amplifies these benefits but also brings potential risks. Al practitioners often face challenges in envisioning diverse
uses and conducting thorough impact assessments of their technology, particularly for less-studied uses. To address
this, we developed UrbanGen, a framework validated through studies with urban EO practitioners and compli-
ance experts. Practitioners and experts found UrbanGen valuable both for broad thinking and reflection by list-

ing realistic Al uses for EO (91% accuracy) and identifying under-researched uses (57% accuracy), and for in-depth
thinking and decision-making by providing risk (93% accuracy) and benefit (80% accuracy) assessments. UrbanGen
highlighted less-studied and upcoming uses, such as analyzing foot traffic in retail areas, monitoring environmental
law compliance, and detecting crowd sizes at election rallies. While most EO uses support sustainable cities, such
novel uses pose higher risks, particularly in terms of surveillance, power imbalances, and decision-making detached
from on-the-ground realities. Drawing from these insights, we propose an impact assessment checklist to help the EO
community maximize benefits and reduce risks from Al deployments.

Keywords Urban Al, Earth observation, Al regulation, Al impact assessment, SDGs

1 Introduction

Earth Observation (EO) involves the collection, analy-
sis, and presentation of data about Earth’s physical and
social systems through remote sensing from satellites,
drones, or aircraft. This technology employs various
sensing instruments, including optical, radar, lidar,
and thermal sensors (Zhao et al., 2022). EO is particu-
larly beneficial for urban environments, supporting
sustainable urban planning (Musakwa & Van Niekerk,
2015; Hao et al., 2024; Xu et al., 2022; S¢epanovi¢ et al.,
2021) and enhancing urban resilience (Cutter, 2021).
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For instance, Guo et al. (2024) demonstrate how EO
enables urban tree canopy mapping and comparison
across 841 cities simultaneously in South America.
EO aids in mitigating and responding to natural dis-
asters (Schumann et al., 2018; Kondylatos et al., 2022)
such as hurricanes (Li et al., 2016), wildfires (Crowley
et al,, 2023), and earthquakes (Elliott et al., 2016), as
well as anthropogenic issues (Yang et al., 2013; Young &
Onoda, 2017) such as air pollution (Li et al., 2005) and
conflicts (Kaplan et al., 2022). Climate resilience efforts
benefit from EO by understanding anthropogenic heat
sources and measuring indicators such as land surface
albedo, emissivity, temperature, and land cover and use
(S¢epanovié et al., 2021; Cartalis et al., 2015). Addition-
ally, EO plays a crucial role in monitoring and reporting
progress towards UN Sustainable Development Goals
(SDGs) (United Nations: Department of Economic and
Development, 2023). Chrysoulakis et al. (2014) provide
a conceptual list of EO-based indicators for sustain-
able urban planning and management across various
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sectors, including energy efficiency, air pollution, pub-
lic health (Séepanovi¢ et al., 2023), water, transporta-
tion, and hazard vulnerability.

Incorporating artificial intelligence (AI) technologies
enhances the applicability and potential of EO, yet intro-
duces and amplifies risks and ethical issues (Kochupillai
et al., 2022; Tuia et al., 2023; Micheli et al., 2022). Some
risks arise directly from Al such as model transparency
issues and the sustainability concerns of training large
models. Others are inherent to EO but amplified by Al
including power imbalances in data acquisition, owner-
ship, processing, detachment from on-the-ground soci-
etal complexities, data biases, privacy and surveillance
issues, and communication challenges in EO analysis
results (Kochupillai et al., 2022). AI practitioners must
envision potential uses and produce Al impact assess-
ment reports to mitigate these risks, overviewing both
benefits and risks (Stahl et al., 2023). Increasing Al reg-
ulations also demand these impact assessments (Smuha,
2021; European Comission, 2023). According to the
OECD, legal advisory costs to ensure compliance with
various regulatory systems are estimated to be nearly
780 billion dollars annually worldwide (International
Federation of Accountants, 2018). However, catalogu-
ing AI uses and associated risks is both challenging and
time-consuming (Moraes et al., 2021; Liang et al., 2024;
Hassel & Ozkiziltan, 2023; Prunkl et al., 2021). Tradi-
tional evaluations of benefits of EO technologies relied
on experts panels by UN and EO specialists (Group on
Earth Observation, Committee on Earth Observation
Satellites, 2017; Zhang & Zhang, 2022). Evaluations of
risks and harms are even rarer, usually focusing on tech-
nical aspects (Zhang & Zhang, 2022; Hassel & Ozkizil-
tan, 2023), or specific use cases (Kochupillai et al.,
2022). A part of the reason is, as recent research shows,
that AI developers struggle to specify uses and impacts
for model cards (Liang et al., 2024), data cards (Yang
et al,, 2024), and societal impacts sections (Prunkl et al.,
2021; Ashurst et al., 2022) required by top Al confer-
ences. These tasks are challenging because they require
(1) envisioning possible uses of Al technology, includ-
ing those that are under-studied (broad or divergent
thinking) and (2) systematically assessing these uses
(in-depth or convergent thinking) (Nanayakkara et al.,
2021; Prunkl et al., 2021; Kochupillai et al., 2022; Hassel
& Ozkiziltan, 2023).

In summary, previous research has focused on the
benefits of Al for urban EO while neglecting compre-
hensive risk assessment. This highlights the need for a
systematic approach to help EO practitioners envision
uses and evaluate both benefits and risks. To address
this, we implemented a semi-automatic method to sup-
port Al for EO, making two main contributions:
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1. We implemented and validated the UrbanGen
(Urban Generative Al) framework, which comprises
three LLM prompts and an automatic literature cov-
erage check. This framework is designed to list real-
istic urban Al uses, highlight not well studied ones,
assess the risks of each use based on the EU Al Act,
and evaluate benefits using the SDG taxonomy. We
validated our framework in 18 individual user stud-
ies with 9 AI EO practitioners and 9 Al compliance
experts. The participants found that our framework
enabled them to envision a broader set of uses than
they could without it (Sec. 3).

2. We thematically analyzed the uses and found that
some have significant potential for improving sus-
tainable urban development, climate resilience, and
citizen well-being. However, others pose significant
risks, including privacy and surveillance issues, data
biases, model over-reliance, automated decision-
making, and power imbalances, particularly in disad-
vantaged communities. Notably, upcoming and novel
uses tend to be riskier compared to existing ones.
Expert studies revealed that both EO and compliance
experts, despite using different strategies to envision
EO uses and analyze their risks, found UrbanGen
highly useful in their work (Sect. 4).

Lastly, we discuss our results, emphasizing the need for
thorough impact assessments. Consequently, we propose
a new Impact Assessment Checklist for EO in Urban Al
(Sect. 5).

2 Background and related work

We first introduce the field of Responsible AI (Sect. 2.1),
followed by a discussion on existing Al regulations and
the challenges of impact assessment (Sect. 2.2), then
review prior studies assessing the benefits and risks of
Al in EO (Sect. 2.3). Lastly, we explore recent research
on LLMs that has the potential to support practitioners
in these assessments through a semi-automatic process
(Sect. 2.4).

2.1 Responsible and trustworthy Al

As Artificial Intelligence (AI) becomes increasingly
pervasive in industries and daily life, balancing its
development with ethical considerations has become
essential. The fields of responsible and trustworthy Al
have emerged in both academia and industry to address
the ethical challenges posed by Al technologies. Aca-
demic research has significantly contributed to this area,
exploring issues such as algorithmic fairness, transpar-
ency, accountability, and the impact on various stake-
holders (Deshpande & Sharp, 2022; Mikalef et al., 2022;
Li et al., 2023; De Miguel Velazquez et al., 2024). Leading
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industry players like Nokia and NVIDIA have recog-
nized this necessity by establishing ethical principles for
Al (Nokia Bell Labs, n.a.; NVIDIA Corporation, n.a.).
These principles include: fairness-designing Al systems
to maximize non-discrimination and accessibility; reli-
ability, safety, and security-ensuring Al causes no direct
harm and minimizes indirect harmful behavior; privacy-
respecting individuals’ control over their data and the
decisions made using their data; transparency-making
Al systems explainable and understandable to allow for
human oversight; sustainability-striving for societal and
environmental sustainability by empowering society and
reducing energy consumption; and accountability-involv-
ing consultation and collaboration in AI development
to ensure true accountability. In the Earth Observa-
tion community, there is a growing recognition of these
ethical considerations, as evidenced by recent studies
(Kochupillai et al., 2022; S¢epanovic et al., 2023). Respon-
sible Al aspects are also being discussed in urban science
and urban informatics, highlighting the importance of
ethical considerations in these fields (Khayyat et al., 2021;
Zhang & Liu, 2022).

2.2 Alregulations and challenges in impact assessments
The increasing implementation of Al has led to calls for
regulatory oversight (Tahaei et al., 2023a; Borenstein
& Howard, 2021; Floridi et al., 2021). The US Office of
Science and Technology Policy issued a non-binding Al
Bill of Rights Blueprint, emphasizing principles such as
safety, non-discrimination, data privacy, and Al trans-
parency. Similarly, the European Commission’s Al Act,
a legally binding framework, strives to balance innova-
tion with the protection of societal values and rights. This
Act categorizes Al applications by risk levels, ranging
from low (those that do not require conformity assess-
ment) to high risk (those that do) to prohibited (harmful
or manipulative Al applications) (European Comission,
2023). It also leaves space for updates acknowledging the
need to adapt to further expected technological advance-
ments (Hutson, 2023).

These regulations mandate impact assessments of Al
applications. Typically, a report is generated to document
the potential benefits and risks of Al. CredoAI’s report
template includes sections on formal system evaluations
and compliance with laws, regulations, and standards
(Sherman & Eisenberg, 2024). Similarly, the National
Institute of Standards and Technology (NIST) report
contains listings of potential biases, evaluations of the
impact’s magnitude and likelihood, technical specifica-
tions, third-party technologies, and legal and compliance
issues (National Institute of Standards and Technology,
2023a). Al practitioners face significant challenges in
performing impact assessments, particularly in mapping
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intended and unintended AI uses and their risks. For
example, a study of 32 K model cards (Mitchell et al.,
2019) on HuggingFace reveals that while most cards
detail Training Information, the Intended Uses and Bias,
Risks, and Limitations sections have much lower comple-
tion rates (17-23%) (Liang et al., 2024). Similarly, Data
Cards on the same platform show that the Considerations
for Using the Data section is the least filled, compris-
ing only 2.1% of the card’s text length (Yang et al., 2024).
Additionally, leading AI conferences like NeurIPS require
sections on broader societal impacts (Nanayakkara
et al.,, 2021), but researchers often struggle to complete
these due to the complexity and high opportunity costs
involved (Prunkl et al., 2021).

A recent study (Golpayegani et al., 2023) highlighted
five key elements for conducting regulatory risk assess-
ments under the EU Al Act: domain, purpose, capability,
Al deployer, and Al subject. The domain pertains to the
industry or sector, such as innovation and research. The
purpose specifies the objective, like analyzing urban heat
islands. The capability details the technology used, such
as detecting temperature variations from infrared data.
The Al deployer refers to the individual utilizing the sys-
tem, such as urban planners. The Al subject is the person
impacted by the system, such as city residents. We lev-
erage these five components for semi-automatic use gen-
eration and risk assessment using LLMs.

2.3 Impact assessments of Al in EO

Previous efforts to assess Al for EO can be broadly cate-
gorized into two main groups: (1) benefit-oriented assess-
ments, which primarily focus on highlighting potential
benefits and opportunities; and (2) risk-oriented assess-
ments, which also consider emerging ethical issues and
potential risks.

Benefit-oriented assessments. Al is an essential com-
ponent of EO applications, from vehicle detection (Gao
et al, 2019) and land cover mapping (S¢epanovi¢ et al.,
2021) to federated learning for distributed EO settings
(Tuia et al, 2023) and physics-informed models inte-
grating physical constraints (Reichstein et al, 2019). It
also enhances visualization and storytelling (Sacha et al.,
2017).

EO data’s global availability and spatial-temporal con-
sistency have led to mainly highlighting its benefits
(Tuia et al., 2023). EO is traditionally recognized for its
contribution to environmental sustainability (Jin et al,,
2022; Wang et al,, 2022), including climate (Yang et al,,
2013), air quality (Chu et al., 2003), sea levels (Cazenave
& Nerem, 2004), ocean surface (Sun et al., 2022), forests
(Praks et al., 2012; Antropov et al., 2017), and biodiver-
sity (Kuenzer et al., 2014) monitoring. These benefits
also include improving crop resilience (Jung et al., 2021).
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Another set of benefits relates to sustainable cities and
society (Persello et al., 2022). Experts from the Group on
Earth Observations and the Committee on Earth Obser-
vation Satellites emphasize EO’s crucial role in the 2030
Agenda for Sustainable Development (United Nations:
Department of Economic and Development, 2023).
EO provides evidence and insights into environmental
changes and resource management, aiding the under-
standing of SDG progress and challenges. They identi-
fied 16 SDGs and 71 targets benefiting from EO (Group
on Earth Observation, Committee on Earth Observation
Satellites, 2017).

Risk-oriented assessments. The challenges and risks
of Al in EO are relatively less discussed, and often cen-
tered around technical issues. For instance, in the list of
12 challenges in Al for EO (Persello et al., 2022), only one
addresses potential ethical risks, while the others focus
on aspects like data preparation, model development,
and training optimization. Similarly, four out of five chal-
lenges identified in Persello et al. (2022) concentrate on
uncertainty quantification, data quality, model explain-
ability, and transferability.

A broader risk assessment is performed by research
focusing on specific use cases (Kochupillai et al., 2022;
Tuia et al., 2023). This research devises ethical principles
in Al for EO: privacy, honesty, fairness, integrity, respon-
sibility, and sustainability (Kochupillai et al., 2022). Pri-
vacy concerns, for example, agricultural contexts where
land surveillance often occurs without the knowledge
or awareness of farmers (Kochupillai et al., 2022; Copa-
Cogeca et al., 2018). The EU Code of Conduct on agricul-
tural data sharing (Copa-Cogeca et al., 2018) emphasizes
the requirement for farmers to know and participate in
how their data is used. Honesty and transparency in com-
munication of results is crucial for applications such as
prioritizing rural electrification (Kochupillai et al., 2022).
Fairness is crucial in labeling data to identify informal
settlements, often termed slums (Micheli et al., 2022;
Tuia et al., 2023), because labeling an area as a ‘slum’ can
stigmatize the residents, as the term carries a negative
connotation (Kochupillai & Taubenbéck, 2023). The con-
cept of integrity involves the model’s accuracy and reli-
ability, questioning if the system delivers on its promises.
An example from Kochupillai et al. (2022) is the assumed
higher phytoplankton concentration near the poles, later
found to be a wrong result due to atmospheric correc-
tion software, highlighting the importance of accuracy
in EO data (Friedlingstein et al., 2022). The principle of
responsibility places a strong emphasis on human agency
and oversight, a requirement articulated not only in the
EU’s guidelines for trustworthy AI (High-Level Expert
Group on Al 2019) but also in the EU AI Act (European
Comission, 2023), particularly for high risk AI systems.
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This principle calls for attention to complex societal
issues on the ground and engagement with stakeholders.
Neglecting these considerations could lead to provid-
ing recommendations based on EO data that are irrel-
evant and unlikely to be embraced by local populations
(High-Level Expert Group on Al, 2019; Kochupillai et al.,
2022; Tuia et al., 2023). The final principle, sustainabil-
ity, encompasses both environmental and social dimen-
sions. In addition to environmental sustainability benefits
(Jin et al., 2022; Wang et al., 2022) and concerns due to
the vast amount of data involved in training EO models
(§C’epanovié et al,, 2023), EO should also address social
sustainability, such as the living and working conditions
of local and indigenous communities (Kochupillai et al.,
2022). Moreover, the perceptions of these ethical princi-
ples vary among EO experts, adding to the complexity of
the impact assessments (S¢epanovié et al., 2023).

To sump up, risk-benefit analyses for Al in EO have
been hitherto hindered by two primary limitations. First,
these analyses often focused on technical issues, and
those that went further only analysed a select few indi-
vidual Al use cases, potentially overlooking the broader
spectrum of applications. Moreover, the assessments are
predominantly conducted manually by experts in EO
and regulatory professionals, leading to a laborious and
costly process. Overcoming these limitations requires the
development of new approaches that automate or semi-
automate part of the risk-benefit assessment process.
LLMs promise to achieve this.

2.4 LLMs and prompt engineering best practices

LLMs like OpenAl’s ChatGPT (OpenAl, 2023b), trained
on trillions of tokens using advanced deep learning
methods (Liu et al., 2023; Ganaie et al., 2022), generate
human-like text in response to prompts. They are ideal
for answering questions and crafting content, leverag-
ing the vast knowledge they were trained on (Wei et al.
,2023). With a proper care and caution taken while using
them, LLMs have proven useful in a variety of tasks, from
text annotation (Gilardi et al., 2023; Chung et al., 2022),
and co-creation (Chung et al, 2022; Tolmeijer et al.,
2022), to brainstorming assistants (Lukowicz et al., 2023;
Bouschery et al., 2024), to interpreting regulatory texts
(Zheng et al., 2023; Cui et al., 2023) and applications in
urban science research (Fu et al., 2024). To achieve the
desired output from LLMs, a set of best practices for
prompt engineering has emerged (Shieh, 2023). We detail
the main ones next.

System Role: Defining a system role in the prompt
initiates interactions with language models by specify-
ing the assistant’s persona. This priming technique is
instrumental in customizing language model behavior
(Azure, 2023).
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Specific and Actionable Instruction: Effective instruc-
tion involves articulating tasks clearly and precisely,
establishing unambiguous expectations. This entails
selecting appropriate action words (e.g., describe, sum-
marize, explain) and defining the desired output format
(e.g., JSON, one sentence).

Optional Prompt Elements: To refine results, optional
prompt elements like cues or nudges offer additional
guidance to steer the model’s output in a specific direc-
tion (Azure, 2023; Shieh, 2023). For example, this can
be achieved by asking the model to provide answers in a
particular domain or area.

Order Matters: The arrangement of prompt elements
significantly influences outputs, a phenomenon known as
recency bias. It is advisable to position the most crucial
prompt elements at the beginning and end of the prompt
(Liu et al., 2024).

Learning Techniques: Various learning techniques
can enhance performance. Beyond zero-shot learning,
where models rely solely on internal knowledge, few-shot
learning, with task-specific example input-output pairs,
improves niche task performance. Chain-of-thought
(CoT) reasoning guides the model’s thinking by request-
ing step-by-step responses, particularly useful for tasks
involving counting and mathematics (Wei et al., 2022a, b).

Model Parameters: Tweaking specific model param-
eters, such as temperature provides enhanced control
over model outputs. The temperature parameter balances
between randomness and determinism in generated text,
with higher values fostering diversity, and lower values
yielding more focused, consistent outputs.

Evaluation Techniques: When working with LLMs, one
must consider the risk of the model producing biased
or inaccurate information, referred to as hallucinations
(Dziri et al., 2022). Also, for complex tasks with specific
quality or creativity expectations, evaluation techniques
are recommended. These approaches ideally involve
human evaluators to ensure content meets quality stand-
ards and is realistic (Eldan & Li, 2023; Dziri et al., 2022).

As highlighted, traditional risk-benefit assessments
of AI for EO have been sporadic, fragmented, and
resource-intensive. LLMs incorporating the above best
practices show the potential to uncover benefits and
risks in a semi-automated manner and support urban Al
practitioners.

3 Gathering insights from study participants

3.1 Implementing UrbanGen

Our framework, UrbanGen (Fig. 1), includes three inte-
grated LLM prompts and an automatic literature cover-
age check. Prompt 1 lists diverse and realistic uses of EO
technology; Prompt 2 assesses the risk of these uses with
relevant text from the EU AI Act; Prompt 3 evaluates if a

Page 5 of 30

given use supports UN SDG targets. The automatic liter-
ature coverage check analyses 3 million Semantic Scholar
papers to identify under-researched uses. In this section,
we provide a short description of each UrbanGen mod-
ule, while Appendix 2 provides full details.

All our prompts were run using the GPT-4 model
(OpenAl, 2023a), chosen for its leading performance
across leaderboards for various tasks (LMSYS, 2024).
Specifically, we used the recent GPT-4o0 variant, which
offers similar performance while being more cost-effec-
tive for the large number of calls we required. To limit
hallucinations, we set the temperature parameter to zero
for all of our prompts.

Listing realistic uses of AI in EO We identified realistic
EO technology uses through a three-step process. First,
we followed guidelines from prior literature to ensure
the risk level could be reliably assessed according to
the EU AI Act (Golpayegani et al., 2023). This involved
describing the uses along the five key concepts: domain,
purpose, capability, Al deployer, and Al subject. Addi-
tionally, we introduced a sixth concept specific to EO
technology: sensing instrument and location. Second, we
covered uses from a wide range of relevant domains. We
curated 46 domains, listed in Appendix 1: Table 2, start-
ing with the EU Al Act and its Amendments (European
Comission, 2023), and incorporating additional domains
based on focus group discussions using the Social-Eco-
logical Model (Golden et al., 2015). Third, we engineered
an LLM prompt using Chain-of-Thought (CoT) reason-
ing to generate uses in a predefined format, minimizing
unrealistic outputs (Wei et al., 2022b). The prompt is
structured into five parts: System role, Multi-part instruc-
tions, Six Concepts, Domains, and Examples (Giray, 2023;
OpenAl, 2023a; Brown et al., 2020).

The full prompt, including placeholders for domains
and examples, is provided in the Appendix 2 as Urban
EO Uses Generation Prompt.

Assessing a use’s risks We collated relevant sections
from the EU AI Act (e.g., Article 5 for assessing prohib-
ited uses) (European Comission, 2023) and leveraged
rules from the official AI Act Compliance Checker! for
a more accurate Al use risk assessment. Prompt 2, like
Prompt 1, is structured around five components: System
role, Multi-part instructions, Legal clauses, Placeholder,
and Output structure. The key difference lies in the
multi-part instructions, which guide the LLM to “reason
in steps” by evaluating whether the input Al use meets

! https://artificialintelligenceact.eu/assessment/eu-ai-act-compliance-check
er/
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Prompt 1
Listing realistic uses
of Al in Earth Observation

How can LLMs actively list
realistic uses of Al in EO,
along with the necessary information

Six-concept format to comprehensively
describe the Al system’s use:

{
Domain: area of use
Purpose: end goal of the use
Capability: technology behind the use
Al user: operates the system's use
Al subject: is impacted by the use
Sensing instrument and its location:
EO device used to collect data
and where it is positioned

Earth Observation the six concepts

for risk assessment? oot
Al technlology ' Listof 138
description | Alin EO uses
Prompt content: > i
i.e., Al'in Urban ! described by
'
'

}
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prompt 2 UrbanGen outputs
Assessing a use’s risks
s v
How can LLMs actively assess the extent | Use risk classificati 1
PEN to which each use is limited or low risk, S ! serisk classification ]
high risk, or prohibited, and why? ' Reasoning for the 4
1 risk classification i
' ]
Prompt content: Tt ’
Excerpts from the EU Al Act classification
defining uses as high-risk exceptions,
prohibited, high risk, limited risk, or low risk.
Prompt 3
‘ Assessing a use’s benefits ITISSSSAaee TS 3
! ] 1 List of SDGs 1
1 How can LLMs actively assess the extent ' ]
C \ supported by the use
—<—>| towhich each use promotes > ) )
! Sustainable Development Goals and why? \ Reasoning for the '
1 ; SDG support |
b 1
Prompt content:
Definitions for the 17 SDGs and their targets
Literature Coverage Check
Identifying not widely
discussed uses i ) p
! List of widely '
Which of the LLM-generated uses : discussed uses 1
> were discussed in the scientific literature > 1
and to what extent? i List of not widely i
; discussed uses i
'
Scientific literature database:
3 million English-language papers
with titles and abstracts
from the May 2023 Semantic Scholar dump

Fig. 1 Overview of our UrbanGen framework. It comprises four integrated components: three LM prompts and an automatic literature coverage
check. The prompts serve to (1) list realistic uses of Al for Earth Observation (Prompt 1), (2) assess the risks associated with these uses (Prompt 2),
and (3) evaluate their potential benefits (Prompt 3). The automatic literature coverage check then identifies uses that are not widely discussed

in the scientific literature. UrbanGen takes in input a given technology (in our case, AT in Urban Earth Observation)and generates 138
diverse uses of that technology, along with risk classifications and the Sustainable Development Goals (SDGs) supported by each. Additionally, it
highlights the subset of generated uses that are underrepresented in the literature

specific criteria. For instance, to determine if the use
is excluded from the EU AI Act, the question posed is
Does the input Al system fall within any of the following
categories?, along with a list of excluded categories from
Article 2. Depending on the response, the model either
moves on to the next step or labels the use as excluded.
Subsequent steps assess whether the use is prohibited,
high-risk, etc.

The full prompt text, including placeholders for rele-
vant EU AI Act references, is provided in the Appendix 2
as Risk Assessment Prompt.

Assessing a use’s benefits We aggregated the official UN
descriptions for each of the 17 SDGs and their targets
(United Nations: Department of Economic and Devel-
opment, 2023). Prompt 3, like Prompts 1 and 2, is struc-
tured around System role, Multi-part instructions, SDG
Definitions, Placeholder, and Output structure.

The full prompt text, with placeholders for SDG defini-
tions, indicators, and targets, is provided in the Appen-
dix 2 as Benefits Assessment Prompt.

Identifying not widely discussed uses of AI in EO To
identify potentially under-researched LLM-generated
uses, we analyzed 200 million papers from the May
2023 Semantic Scholar dump, filtering to 3 million
English-language papers with titles and abstracts. We
embedded the title + abstract fields of each
paper and the LLM-generated use descriptions using
the all-mpnet-base-v2 model (Reimers & Gurevych,
2019). This model, fine-tuned on over 1 billion sen-
tences, balances effectiveness and efficiency. For each
paper, we identified the highest similarity use based
on cosine similarity of their embeddings. We manually
set a similarity threshold to ensure accurate match-
ing, experimenting with various thresholds. The 99.9%
percentile yielded 3,295 paper-use pairs, for which our
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manual validation on those with the lowest similarity
scores confirmed that the paper indeed discussed the
use. Upon this, uses associated with zero papers were
classified as potentially under-researched.

3.2 Running UrbanGen

UrbanGen identified 138 EO technology uses (Appen-
dix 3, Table C). LLM categorized these uses as follows
(Fig. 2): 9 (7%) excluded from EU Al Act classification,
2 (1%) as high-risk exceptions, 5 (4%) as prohibited, 14
(10%) as high risk, and 108 (78%) as limited or low risk.
Examples are shown in Table 1. From analyzing 3 mil-
lion Semantic Scholar abstracts, we found that 7 of the
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138 LLM-generated uses were not discussed in any
abstracts. These “under-researched” uses are presented
in Table 3 in Appendix 4, suggesting they might be men-
tioned in non-scientific sources but lack detailed scien-
tific research. LLM identified 216 benefits of the EO uses
across 17 SDGs, with the most uses benefiting SDG 11:
sustainable cities (41 uses) and the least benefiting SDG
5: gender equality (0 uses).

3.3 Gathering expert labels and insights

To gather validation labels and insights based on Urban-
Gen’s output, participants were recruited and given spe-
cific tasks aligned with the study protocol.

Prompt 1
Listing realistic uses of Al in EO

Literature Coverage Check
Identifying not widely discussed uses

Checking whether the listed uses
are correct and realistic

Checking to what extent the uses
were discussed in the scientific literature

Realistic Existing Upcoming Widely discussed
77 49 131
Not widely discussed
Incorrect Correct  Incorrect
12 B 3

Prompt 2
Assessing a use’s risks

Prompt 3
Assessing a use’s benefits

Checking whether the uses are low risk
or high risk

Checking to what extent the uses
promote any of the SDGs

Limited or low risk High risk Prohibited Correct Incorrect

108 14 5 UrbanGen [178 43 [use, SDG] pairs
Excluded or excepted experts (D
9 643 [use, SDG] pairs

Fig. 2 UrbanGen generated 138 uses, out of which 7 were found as not widely discussed by the literature, and it labelled their risk level and SDG
benefits. Expert manual validation was conducted for each framework component. EO experts validated 126 (91%) realistic uses, including 49
upcoming ones, with 4 uses confirmed as under-researched by the authors. Compliance experts agreed with the risk classification in 93% of cases,
identifying 14 high-risk uses and 5 prohibited under the EU Al Act. Each use supported at least one SDG, with LLM covering 27% of the SDGs
identified by EO experts (or 44% when confirmed by at least two of three experts) and achieving an 80% accuracy

Table 1 Example urban EO Al uses in each of the four risk categories

ID Description

Risk Classification

Justification

58  Studying climate change effects by comparing historical Excluded
and current satellite data

82  Detecting military activity from satellite imagery Excluded

1 Identifying individuals in crowded areas using facial recog-  Prohibited
nition by police

3 Categorizing population demographics by visual traits Prohibited

95  Detecting illegal fishing by identifying fishing vessels
from radar data

55 Navigating autonomous agricultural robots
62 Identifying water pipeline leaks from radar data
64  Detecting suspicious behavior from aerial footage using

optical drones
75 Analyzing environmental changes used by journalists

107 Designing green spaces by urban planners

High-Risk Exception
High-Risk Exception
High Risk
High Risk

Limited or Low Risk

Limited or Low Risk

Article 2(6): Al systems which are not placed on the market
or put into service, exclusively used for research, testing,
or development

Article 2(3): Al systems developed and used exclusively
for military purposes

Article 5(1)(h): Real-time remote biometric identification
for law enforcement

Article 5(1)(g): Biometric categorisation systems

Annex |, Section B: Al system's involvement in marine equip-
ment

Annex |, Section B: Al systems used as safety components
in agricultural and forestry vehicles

Annex lll, Section 2: Al system's role in the management
and operation of critical infrastructure

Annex llI, Section 6: used by or on behalf of law enforcement
authorities in support of law enforcement

Article 6(3a): Al system performs a narrow procedural task
by aiding journalists in data analysis, minimally impacting
health, safety, or fundamental rights

Article 6(3a): performing a narrow procedural task to assist
urban planning
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Participants We recruited participants in two cohorts:
urban EQO practitioners and compliance experts.

Recruiting urban EO practitioners. Using snowball
sampling, we started with participants from our profes-
sional networks, who then referred others. We sought
individuals developing urban AI systems with EO using
machine learning, computer vision, and image recogni-
tion. We recruited 9 practitioners: five females and four
males, aged 30 to 46 years (i = 37, 0 = 7.2). Their coun-
tries of residence included Germany (n=4), Italy (n=2),
the Netherlands, Luxembourg, and the United Kingdom
(n=1 each). They had significant Al expertise (u =7
years, o = 3.6 years), primarily in academia (n=7) and
industry (n=2).

Recruiting compliance experts. We used snowball
sampling, starting from an internal mailing list at a large
tech company, seeking experts familiar with the EU Al
Act and experienced in Al use case reviews. We recruited
9 practitioners: seven females and two males, aged 35 to
57 years (u = 42,0 = 7.7). They had Al assessment expe-
rience (u = 2 years, o = 2.6 years), primarily in industry
(n=6) and academia (n=2). Their countries of residence
included Finland (n=4), the Netherlands (n=2), Belgium,
Germany, and Morocco (n=1 each).

Study Protocol We conducted 18 one-on-one sessions:
with the 9 urban EO practitioners and with the 9 com-
pliance experts, each ranging between 45 and 85 min-
utes. Sessions were held via video conferencing, and
audio, computer screens, and transcripts were recorded
with participants’ permission, resulting in 18-hour-long
transcripts.

Each session included two semi-structured interviews
and two tasks. First, we interviewed participants about
their current practices and challenges in envisioning Al
technology uses and their associated risks in general.
Second, we presented an interactive list with our gener-
ated Al uses in EO, along with the uses’ LLM risk assess-
ment, asking them to select one use that balances inter-
est and adherence to their company’s code of conduct
(Fig. 6 A in Appendix 5). Third, we provided 46 interac-
tive assessment cards, for a subset of our uses. EO Al
practitioners annotated uses for realisticness, transfor-
mational impact, perceived societal and environmental
risk (Bronfman et al., 2012), and potential SDG benefits
(Fig. 6B in Appendix 5), while compliance experts anno-
tated uses for realisticness and accuracy of risk assess-
ment (Fig. 6C in Appendix 5). The details about how
realisticness, SDG benefits, and accuracy of risk assess-
ment were solicited from participants are presented in
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the section on validation in Appendix 4. Moreover, par-
ticipants were engaged in evaluating each use’s societal
and environmental risks using a 7-point Likert scale,
spanning from insignificance to severe concerns. They
also rated the likelihood of these uses on a similar scale,
from improbable to highly probable. Furthermore, they
assessed the framework’s practicality using a 5-point Lik-
ert scale, rating its utility from ‘Not useful’ to ‘Extremely
Useful! Qualitative analysis of session recordings and
transcripts investigated participants’ insights on chal-
lenges related to envisioning risks in EO applications and
identified key factors influencing the framework’s efficacy
in addressing these issues.

To conduct the tasks, we developed two visualizations
(Fig. 6 in Appendix 5). The first visualization presented
all Al uses in EO as tiles, color-coded by risk level accord-
ing to the EU AI Act (Fig. 6 A in Appendix 5). Users could
explore uses by hovering over tiles to read explanations
about the risk level and possible benefits. The second
visualization was a web-based survey with five pages
(Fig. 6B in Appendix 5). The first page outlined the study
and tasks. The second page defined risky uses per the EU
AT Act. The third and fourth pages presented assessment
cards for 46 uses (23 per page) with checkboxes and input
boxes for annotations. The final page included a demo-
graphics survey and a confirmation note.

Each of the 138 uses was annotated by six different Al
practitioners: three EO developers and three Al compli-
ance experts. To ensure originality, pasting from external
sources and editing previous responses were disabled.

3.4 Validating UrbanGen

When validating our framework (detailed results in
Appendix 4), we found that it enabled our participants to
envision a broader set of uses than they could without it.

As shown in Fig. 2, out of the 138 uses identified by the
framework, 91% were deemed realistic by the EO experts,
with 56% already existing (e.g., forecasting water levels
from radar data, use #98) and 35% considered upcoming
(e.g., identifying suspicious cargo from satellite imagery,
use #111). Conversely, 9% were seen as unrealistic, often
in domains with fewer EO applications, due to impracti-
cal or exaggerated EO capabilities (e.g., suggesting roman-
tic outdoor spots, use #7).

Appendix 4: Table 3 lists 7 uses identified as under-
researched from Semantic Scholar abstracts. For three
uses (use #43, use #85, and use #117), recent Google
Scholar articles suggest they should be removed from this
category, likely due to these articles not being included
in our 3M Semantic Scholar dataset with abstracts. The
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remaining four uses (57%) were confirmed as under-
researched, lacking specific research papers (e.g., ana-
lyzing foot traffic from drone imagery in retail areas, use
#47), highlighting the need for more studies in urban EO
applications.

Compliance expert annotations of uses’ risk levels
aligned with the LLM’s for 93% of the uses, with sub-
stantial agreement (Cohen’s kappa 0.80). Disagreements
included cases where the LLM labeled uses as “Limited
or Low Risk’, but experts had concerns, such as use #70
(monitoring election rallies) and use #65 (tracking stolen
vehicles). Conversely, some uses marked “High Risk” by
the LLM, like use #26 (detecting hazardous conditions for
workers using thermal drones), were considered low risk
by experts because they provide safety to the workers.
Inter-annotator agreement among experts was moderate
(Fleiss’ Kappa 0.57), lower than with the LLM, suggesting
a possible anchoring effect (Furnham & Boo, 2011; Nou-
rani et al., 2021). Mitigating this would require independ-
ent expert assessments requiring them to search the EU
Al Act for each use’s assessment, which was impractical
due to time constraints.

Lastly, UrbanGen identified 216 (use, SDG) pairs pro-
moting an SDG, compared to 643 pairs by the EO experts
(Fig. 2). The LLM covered 27% of expert-identified pairs
but had an 80% alignment with expert evaluations. When
considering SDGs labeled by at least two experts per use,
the LLM identified 44% of the 262 pairs found by experts,
with 54% precision. While experts could not evaluate each
of specific SDG targets due to time constraints, the LLM
did so and effectively aligned with and expanded upon the
UN report identified targets (Appendix 4, Fig. 5).

4 Main insights

Urban EO practitioners and compliance experts use dif-
ferent strategies to envision EO uses EQO practition-
ers focus on literature reviews, research questions, data
exploration, and expert exchanges, while compliance
experts rely on sector experience, specialized roles, regu-
latory updates, and training sessions.

Urban EO practitioners start from literature reviews,
conducting them to find related tasks and methodologies
that can be adapted for new uses of EO technologies. This
includes categorizing technologies into common task
types such as predictive tasks, generative tasks, classifica-
tion, and anomaly detection. Second, they start from spe-
cific research questions or hypotheses within the geospa-
tial domain, leveraging existing geographic information
and domain knowledge to guide their approaches. Third,
many EO practitioners start from exploring how to apply
new methods to existing data, leading to the discovery of
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new uses. P7, involved in developing crop reporting data-
sets from European Union countries, gives two exam-
ples of such new uses: “Just knowing what is growing in
Europe is already an incredibly valuable asset. We didn’t
have this in mind when we originally started developing
the dataset, but it allowed us to study agricultural diver-
sity and its potential impact on biodiversity. First, we sim-
ply gridded Europe and checked the number of different
crops growing in certain areas to calculate agricultural
landscape’s diversity. Second, we investigated combina-
tions of certain crops as proxies for the presence of certain
species, such as a beetle population. Third, we compared
the diversity in urban areas with that of non-urban areas
to understand urbanization effects”. Finally, practitioners
engage with experts in relevant sociotechnical fields, to
brainstorm and evaluate the feasibility of new uses. To
see how, P4 gave an example when they “worked with an
expert in LLMs to explore the possibility of LLMs to sum-
marize the results of analyses of areas affected by natu-
ral hazards, such as the number of people affected. These
LLMs would then be used to send SMS warnings to people
in areas where access to the internet is typically unavail-
able during natural hazards. We were excited about the
technology, as we always are. But then we stopped and
asked: Can we trust LLMs to provide useful and accurate
information? We are speaking about people’s lives! We
jointly decided that, for this task, as of today, we cannot
trust them”.

Compliance experts, on the other hand, often draw on
their previous work experiences in specific sectors, such
as agriculture, and development, to envision new uses.
If they lack such specific work experience, they delegate
the task of learning about new uses and brainstorming to
specialized roles, such as solution managers within their
organization. Compliance experts also rely on updates
from regulatory bodies to ensure alignment with the lat-
est regulations and to anticipate changes that may influ-
ence technology uses. Additionally, they participate in
training sessions and workshops.

Both expert groups share challenges related to data gov-
ernance and the reliability of Al-driven EO uses Urban
EO practitioners face five significant challenges when
identifying uses and risks of Al technologies. First, they
are concerned with effective data governance and man-
agement, which includes ensuring privacy and prevent-
ing data misuse, particularly with sensitive or personal
information (n=3), and mitigating risks associated with
handling large volumes of data (#=2). Second, they often
find that the actual implementation of AI systems is
far more complex and labor-intensive than anticipated
(n=2). P1, who works in developing countries, explains:
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“there is no data available, and existing models often
do not work out-of-the-box. It takes time to set up a new
pipeline, and it is often not much faster than manual
labelling, contrary to what people in the research commu-
nity might think”. Third, practitioners are aware of inher-
ent biases in data, Al models, and development work-
flows, which can result in unfair or inaccurate outcomes
(n=2). As noted by P6, “the first step in developing a
robust architecture is data collection. This process should
rely on expert knowledge because, without it, we may
select variables that are not relevant to the final target.
This can introduce many pseudo-correlations”. Fourth,
they are concerned with identifying and mitigating unin-
tended consequences of their uses, that can occur due to
the unpredictable nature of Al systems or their chang-
ing contexts (n1=2). To see how, see the reflection of P3:
“If you are designing a project, of course you have a clear
target in mind, but along the way, there are some unin-
tended uses. For example, we develop a fire monitoring
system that is publicly available. We process the data and
provide it to the public. However, the monitoring system
also detects war activities. We did not expect that, but it
is clear that war produces a lot of heat reflections from
the Earth’s surface, making mapping war activities an
unintended product. We did not think about it at all, but
we realized we could see that in the data”. Fifth, practi-
tioners face the challenge of minimizing over-reliance on
Al models in decision-making, which can lead to a false
sense of security (n=2).

Compliance experts face three challenges. First, they
often encounter regulatory issues late in the product
development process, leading to significant setbacks
or even project cancellations despite substantial R&D
investments. Second, they are concerned about the
potential for sensitive information to be compromised.
Third, they encounter challenges related to the reliability
and trustworthiness of Al-generated results, emphasizing

Usefulness of the framework per task and cohort

For envisioning uses

Not useful Extremey useful
. For societ
Urban EO practitioners 6 *************** @ --- - é Y
Compliance experts —— —— - { For environment
0 5

For envisioning risks

Urban EO practitioners . —— e !

Compliance experts R @ -~ [

Perception of the riskiness of uses

Not risky at all
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the need for human review and not taking AI outputs at
face value.

UrbanGen is highly useful for broad and in-depth think-
ing about EO uses across both expert groups UrbanGen
is rated highly by both urban EO and compliance experts
(Fig. 3), with slightly stronger support for envisioning EO
uses compared to understanding risks.

Urban EO practitioners imagined using the framework
primarily at the beginning of the Al development pro-
cess (n=9) for four key tasks: landscape analysis (n=3)
to understand key stakeholders and risks, classify sci-
entific fields, and prepare for funding proposals; project
planning (n=3) for early analysis and preparation; brain-
storming (n=2) to generate new ideas and explore uncon-
sidered topics; and project approval (1=1) to assist with
ethics approval at the project’s start. Additionally, one
participant mentioned using and updating the frame-
work during later stages.

Compliance experts also imagined using the frame-
work primarily at the design stage (n=6), where it would
be instrumental in project planning (n=3) for conducting
compliance assessments, identifying areas beneficial for
the community, customers, and the company (#=2), and
ensuring that new inventions or proposals meet regula-
tory standards from the outset, even before a solution is
fully developed (n=1). In contrast to practitioners who
focus on landscape analysis and brainstorming at the
beginning, compliance experts also see the value of the
framework in later stages (n=2), applying it continuously
depending on their role and the ongoing requirements of
the project.

In summary, purposes such as landscape analysis, clas-
sifying scientific fields, brainstorming, and identifying
areas beneficial for the company clearly demonstrate the
usefulness of UrbanGen for broad thinking. Meanwhile,
understanding key stakeholders, identifying risks, and

Perception of whether the uses

can fundamentally change

business operations or daily life
Significantly risky

R . Very unlikely

0 6 gé ——————————————— oo @-oeeeeen é

e i (\

0 6 Somewhat likely
Unacceptably risky

Fig. 3 UrbanGen is highly useful for considering EO uses broadly and in depth for both expert groups. For EO practitioners, it exposed them to risky
societal uses and slightly risky environmental uses that are likely to affect business operations or daily life
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ensuring new inventions meet regulatory standards high-
light its usefulness for in-depth thinking as well. Specifi-
cally regarding risks, P7 stated, 1t is quite important to
think about the impact that your project is going to have’
On compliance and meeting regulatory standards, E6
remarked: ‘So I guess one of the dreams for every lawyer
is to have Al to do legal searches, even case law and leg-
islation! Nevertheless, despite several participants not-
ing that UrbanGen helped them think more in-depth
about their specific uses, we reiterate that UrbanGen is
designed solely to foster expert thinking. Final decisions
and context-specific details should always be determined
by humans.

EO uses particularly benefit sustainable cities and com-
munities All 138 identified uses support at least one of
the SDGs (Fig. 5 in Appendix 4). The five most supported
SDGs by urban EO uses are SDG 11: sustainable cities
and communities (41 uses), SDG 13: climate action (38
uses), SDG 9: industry, innovation, and infrastructure (22
uses), SDG 1: no poverty (19 uses), and SDG 2: zero hun-
ger (17 uses). Examples include mapping urban growth
(use #106), tracking carbon emissions (use #120), detect-
ing structural anomalies using radar (use #28), identifying
human trafficking networks, and estimating water sources
from multispectral data (use #102).

Upcoming EO uses present a higher risk compared to the
existing ones We identified 138 potential urban EO
uses across various domains. EO experts classified the
realisticness of these uses, revealing distinct differences
between existing and upcoming uses. Among the ewxist-
ing uses, none were deemed prohibitively risky, and only
12% were classified as high risk. In contrast, among the
upcoming uses, 12% were classified as prohibited, and
18% as high risk. This highlights the growing need for
thorough impact assessments as urban AI and EO tech-
nologies continue to evolve, bringing novel and creative
but risky urban applications.

The prohibited EO uses typically involve biometric
identification, such as facial recognition from high-reso-
lution imagery for surveillance, monitoring illegal activi-
ties, or population demographic analysis. According to
the EU Al Act, high risk uses, requiring special conform-
ity assessments, include applications in disaster manage-
ment, workforce monitoring and optimization, critical
infrastructure, and public safety and law enforcement.
Most low risk uses are found in health and environmental
monitoring, urban planning, commerce, economic activi-
ties, recreation, tourism, and creative applications in arts
and entertainment.
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We also analyzed the reasons behind the riskiness of
the EO uses, drawing also from the discussions with our
expert participants. These reasons are mainly linked to
privacy and surveillance issues (e.g., capturing private
objects while mapping slums with drone imagery), data
ownership and power imbalance (e.g., most EO data is
produced and owned by Western and developed coun-
tries, while the imaged areas are often in other countries),
data biases and model inaccuracies (e.g., models trained
and fine-tuned for certain cities often fail when applied
to other cities), viulnerable subjects and communities (e.g.,
residents of flood-prone areas in their interactions with
insurance firms), and over-reliance on Al and decision-
making detached from on-the-ground realities (e.g., preci-
sion agriculture for urban farming using EO might sug-
gest removing certain weed plants that actually support
biodiversity and benefit farming practices).

Moreover, some experts argued that while certain uses
can be risky, not acting upon them could be equally haz-
ardous (e.g., disaster response or critical infrastructure
monitoring).

EO experts correctly identify societal and environmen-
tal risks despite their only moderate agreement Urban
EO experts rated the EO uses’ risk between slightly and
moderately risky, indicating slightly higher perceived
risk for societal issues (Fig. 3). They also showed higher
agreement on these risks (Krippendorft’s Alpha of 0.481)
compared to environmental risks (Krippendorff’s Alpha
of 0.014).

Uses perceived as extremely risky for society (scores
above 5) were primarily in the domain of “Biometric
identification and categorisation of natural persons,’
aligning with their classification as prohibited under the
EU AI Act. The next four most risky uses (scores above
4) were related to military or counterterrorism and are
excluded from the EU AI Act classification. Uses per-
ceived as not risky at all for society (score of 0) were in
“Arts and Entertainment” and “Education and vocational
training,” also classified as low risk under the EU AI Act.

The uses perceived as most risky for the environment
(score of 3) involved monitoring remote work environ-
ments and migration patterns from satellite data. The
least risky uses (score of 0.33) included raising awareness
on climate issues and planning new transport routes.

EO experts identify environmental monitoring EO uses
as most transformational Urban EO experts rated the
potential transformational impact of uses with an average
score of 4.0, indicating a somewhat likely impact (Fig. 3).
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The agreement among experts was limited, with a Krip-
pendorft’s Alpha of 0.14.

The use with the highest perceived transformational
impact (score of 5.67) was estimating pollution levels
from satellite data (use #114), followed by uses related to
environmental monitoring, and natural resource man-
agement (scores of 5.33).

The uses with the lowest perceived transformational
impact (score of 1.67) were in the domains of “Arts and
Entertainment” and “Hobbies,” such as identifying dark
areas for stargazing locations (use #126).

5 Discussion

Earth Observation (EO) data is a vital component of
urban data infrastructure (Goodchild, 2022). Its signifi-
cance in urban Al is expected to increase as EO spatial-
temporal resolution improves (Selva & Krejci, 2012;
Belward & Skeien, 2015), alongside ongoing urbaniza-
tion (Kundu & Pandey, 2020; World Health Organization.
Regional Office for Europe, 2017) and the digital trans-
formation of cities (Shi et al., 2022; Guo et al., 2022).

We created a semi-automatic method, UrbanGen,
which leverages LLMs to curate urban EO uses, along-
side a preliminary benefit-risk assessment, and pro-
motes responsible Al practices tailored to urban EO
practitioners, as well as compliance experts in this
domain. Both cohorts of experts rated UrbanGen as
very useful for deliberation on the EO uses and their
impact assessment. By analysing the 138 uses generated
by UrbanGen, we identified that all the urban EO uses
support some of the SDGs (Group on Earth Observa-
tion, Committee on Earth Observation Satellites, 2017);
from promoting sustainable cities and communities
(Chrysoulakis et al., 2014), to climate action (Cartalis
et al.,, 2015) to zero hunger (Jung et al., 2021). How-
ever, at the same time, 17% of these uses were found
either high risk or even prohibited as per the EU Al
Act (European Comission, 2023), highlighting the need
for responsible Al by design (S¢epanovi¢ et al., 2023;
Tahaei et al., 2023b), i.e., from the earliest stages in
the use development process (Kochupillai, 2021). For
this reason, as the primary practical implication of our
work, we created an impact assessment checklist (Fig. 4)
(Stahl et al., 2023; Constantinides et al., 2024) for urban
EO community, suggesting the questions to be asked
even before starting the project, as well as during its
development and application.

Supporting urban EO community with impact assessment
checklist 'To maximize Al benefits for EO in urban envi-
ronments and mitigate potential harms, we created an
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impact assessment checklist (Fig. 4) for the community.
This checklist is informed by the development of Urban-
Gen (Sect. 3) and insights from our user studies (Sect. 4).
While not exhaustive, it serves as a starting point and
complements existing ethical guidelines (Kochupillai
et al., 2022) to promote transparency and accountability
in the development and use of EO technology within this
community.

The checklist comprises four sections, aligning with
typical ways of reporting on Al system impacts, including
intended use, risks, and mitigations (Sherman & Eisen-
berg, 2024; Microsoft, 2025; National Institute of Stand-
ards and Technology, 2023b).

The first section addresses the intended use (Fig. 4A),
based on the EU AI Act’s risk assessment requirements
and a structured format for documenting system use, as
employed in our prompts (Golpayegani et al., 2023). This
format is comprehensive and accessible to both technical
and non-technical stakeholders.

The second section focuses on data (Fig. 4B). Inter-
views with urban EO experts highlighted the risks of
unintended privacy breaches associated with satellite and
drone EO data (Vettorel, 2023; Purdy, 1999). As EO data
resolution increases, it becomes suitable for facial recog-
nition, raising concerns about prohibited uses, such as
surveillance and expanding facial recognition databases.

The third section focuses on risks (Fig. 4C). Our analy-
sis of prohibited and high-risk uses, as well as thematic
analysis, revealed that urban EO uses often involve
vulnerable groups (e.g., slum dwellers (Kochupillai &
Taubenbdck, 2023), farmers) or automatic policy-making
(e.g., disaster response, land use distribution). Addition-
ally, common EO application domains, such as disaster
response and critical infrastructure monitoring, tend to
be high-risk. This section formulates questions to iden-
tify and assess these risks.

Aiming to address and mitigate potential negative
impacts on individuals and society, the fourth section
addresses specific mitigations for the urban EO uses,
relating to the types of outputs they produce, and the
stakeholders affected (Fig. 4D).

Our work comes with additional two theoretical and
two practical implications.

Further implications Framework for integrating broad
and in-depth Al evaluation. The proposed framework,
UrbanGen, demonstrates a novel method for integrating
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Impact Assessment Checklist for the Urban EO Community

Urban EO Use
Is the purpose of the use well-defined?

gRLON= =

o mitigate potential risks?

Is the intended domain, industry, or sector for the use well-defined?

Are the technical capabilities that enable the use clearly identified?

Are all individuals or groups affected by the use identified?

Have you engaged with stakeholders from the beginning to identify useful applications and

6. Are there any vulnerable individuals or groups affected by the use identified
(e.g., slum dwellers, ethnic minorities, incarcerated persons, refugees)?
7. Are there identified individuals or entities responsible for overseeing the use?
8. Is the use targeting publicly accessible spaces
1 (e.g., for commerce, services, sport, transport, entertainment, leisure)?
2 Data
T 1. Arethe variables and insights to be derived from the data well-defined?
2. Is data collection limited in coverage and resolution to enable the intended use?
3.

personal objects?

Does the use involve the direct collection of personal data? If yes, specify the type of collected data
(e.g., location, route or habits of individuals, biometric)?
4. s the use making it possible to indirectly identify data subjects, specific population groups, or

Are there clear policies on data usage, storage, and sharing? If the data and results are publicly
shared, have you ensured this will not inadvertently harm any entity (e.g., high-resolution building

maps)?
6. Are there data issues that can unfairly benefit specific individuals or stakeholders?
7. Are there data issues that can adversely affect specific individuals or stakeholders?
8. Is the presentation of the data honest and fair?
1 9. Mightthe data be re-used outside of their intended use?
3 Risks
1. Is this use categorizing people?
2. s this use employing real-time biometric identification in publicly accessible spaces?
3. Isthis use intended to create or expand facial recognition databases?
4. s this use intended for surveillance and monitoring for the purpose of law enforcement?
5. Is this use intended to predict the risk of someone committing a crime based
only on profiling or personality traits?
6.

personal characteristics over time?
situations?
behavior?

tions, public infrastructure)?

4 Mitigations

have a voice in the use?

ensure a fair representation?

articulated?

Is this use intended for evaluating or classifying people based on their social behavior or

Is this use taking advantage of vulnerabilities due to age, disability, or social or economic

8. Is this use employing subliminal, manipulative, or deceptive techniques that distort people's
9. s this use intended for critical infrastructure monitoring (e.g., water resources, road condi-
10. Is this use intended for disaster management and safety?

11. Have potential public views regarding the use been considered?

12. Are the users not over-relying on high accuracy of Al models on EO data?

13. Provide detailed scenarios and examples that outline borderline cases to
L understand when an Al use may be considered high risk or prohibited.

1. Are mechanisms in place to ensure that vulnerable individuals or groups affected by the use

If they do not have a voice, are there mechanisms in place to protect their interests?
Is the data labelling performed together with local residents or affected stakeholders to

4. Are the ambiguities and uncertainties in the urban EO system's results clearly presented and

Fig. 4 Risk Assessment Checklist for the Urban EO Community. It helps to systematically consider an Urban Earth Observation: A use, B data, C risks,

and D mitigations

both broad and in-depth thinking in the evaluation of
AT applications (Bouschery et al., 2024; Lukowicz et al.,
2023). The LLM method such as UrbanGen can support
both the speed of mapping the landscape of an Al tech-
nology applications, such as urban EO (broad thinking),
as well as uncovering subtleties and details, for which the
experts would need to deliberate with other stakeholders

such as compliance experts (in-depth thinking). Using
LLMs to generate diverse and realistic Al uses in EO,
combined with automated literature searches, offers a
new approach for comprehensive Al assessment. This
dual approach can be theoretically extended to other
domains, providing a robust model for ensuring that Al
systems are both innovative and rigorously evaluated for
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risk. However, human input for specific contexts and final
decision-making are key in this framework.

Dynamic and adaptive impact assessment tools.
The discussions on the usefulness of UrbanGen with
both urban EO and compliance experts suggests that Al
impact assessment tools, such as model cards (Mitchell
et al., 2019) or our proposed checklist could benefit from
being dynamic and adaptive, incorporating automated
tools and expert validation to remain relevant and use-
ful. For example, several among our experts suggested
that as future tools, they would like to be able to see how
other experts have rated some uses, or where they have
employed similar AI capabilities. A further exploration
and refinement of impact assessment tools (Stahl et al,,
2023) by leveraging these ideas and similar approaches
such as UrbanGen could enhance their applicability and
utility in diverse Al contexts beyond urban EO.

Improved risk mitigation and ethical urban EO
deployment. The UrbanGen’s ability to produce prelimi-
nary risk assessments for Al applications in EO, validated
by experts, ensures that potential risks are systematically
identified and evaluated (Kochupillai, 2021). This enhances
the safety and ethical deployment of AI technologies in
urban contexts. The provided impact assessment check-
list serves as a practical tool for the Urban EO community,
helping practitioners to systematically consider the ethical
and societal implications of Al applications. By proactively
addressing risks and benefits, the urban Al community can
ensure that the deployment of Al in EO is both responsible
by design (Lu et al., 2023) and beneficial (Tuia et al., 2023),
minimizing potential harms and maximizing positive out-
comes for urban populations.

Informed decision-making for urban EO application
development. By listing realistic uses of Al for EO and
identifying understudied areas through an automated
search of scientific literature, this framework supports
broad thinking and generates valuable insights. Urban Al
practitioners can use this information to explore diverse
and novel applications of Al in urban contexts. This helps
in avoiding redundant solutions and encourages the
development of innovative Al applications (Tuia et al.,
2023) that address real-world urban challenges.

Limitations 'The use of LLMs presents five main chal-
lenges. First, generated uses and risks may be biased and
limited to the GPT-4 training set (Luccioni et al., 2023).
Enhancements could include fine-tuning or using spe-
cialized datasets (McGregor, 2021). Second, LLM hal-
lucinations can lead to incorrect outputs (Mittelstadt
et al., 2023). For example, UrbanGen identified 9% of
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the uses which were deemed as unrealistic by the urban
EO experts. Combining classifiers with manual checks
could ensure accuracy (Mittelstadt et al., 2023). Third,
LLMs may miss risky edge cases due to built-in guardrails
(OpenAl, 2023a). For instance, the EO uses generated
for certain of our domains could have been more risky if
not for the guardrails. An example domain is law enforce-
ment, where we can envision uses of drones for excessive
surveillance of people, such as what happened during
COVID (Couch et al.,, 2020). As another example, there
are even riskier uses than those UrbanGen produced for
the domain military and defence, including dynamic tar-
geting with hypersonic missiles (Lambakis, 2024). Fourth,
LLMs face the threat of being jailbroken (OpenAl, 2023a),
increasing security risks (Wei et al.,, 2024). In our case,
this translates to an adversarial possibility to envision
undesired uses that are riskier than normally allowed by
the guardrails. Fifth, while LLMs exhibit high accuracy in
generating uses and their benefit-risk assessments, they
currently lack the ability to generate creative or novel con-
tent or possess true understanding (Chakrabarty et al.,
2024). On the one hand, this means UrbanGen does not
propose novel uses that have not already been considered
by others. On the other hand, this limitation is visible in
the lower agreement rates in the SDG assessment, where
human expertise was crucial for a thorough evaluation.
Thus, Al should be viewed as an exploratory tool, with
human experts responsible for making final decisions and
evaluating the broader ethical and societal implications
of each use. Finally, presenting LLM outputs may create a
false sense of security (Pataranutaporn et al., 2023). Strat-
egies like cognitive forcing functions and skill improve-
ment can mitigate these issues (Buginca et al., 2021).

Appendix 1: Domains

Table 2 We identified a list of 46 domains from the EU
AI Act (European Comission, 2023) and an interactive
session with our research team (N=8)

No. Domain

Biometric identification and categorization
of natural persons

Family

Romantic relationships and friendships
Health and Healthcare

Well-being

Human-Computer Interaction

Finance and Investment

Education and vocational training

O 0 N O 1w N

Employment, workers management and access
to self-employment
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No. Domain

10 Essential private services and public services
and benefits

1 Recommender Systems and Personalization

12 Social Media

13 Sports and Recreation

14 Arts and Entertainment

15 Security and Cybersecurity

16 Marketing and Advertising

17 Agriculture and Farming

18 Entrepreneurship

19 Autonomous Robots and Robotics

20 Innovation and Research

21 Management and Operation of critical infrastruc-
ture

22 Law enforcement

23 Migration, Asylum and Border control manage-
ment

24 Democracy

25 Media and Communication

26 Accessibility and Inclusion

27 Energy

28 Military and Defense

29 Administration of justice and democratic pro-
cesses

30 Government Services and Administration

31 Diplomacy and Foreign Policy

32 Food Safety and Regulation

33 Crisis Management and Emergency Response

34 Humanitarian Aid

35 Transport and Logjistics

36 Urban Planning

37 Counterterrorism

38 Environment and Sustainability

39 International Law Enforcement and Cooperation

40 Climate Change Mitigation and Adaptation

41 Gaming and interactive experiences*

42 Hobbies*

43 Smart home*

44 Social and Community Services*

45 Public and private transportation*

46 Interpersonal Communication*

Among these, 40 domains are from the EU Al Act, and 6 additional domains—
not covered by the previous list of 40 domains—were identified during the
session with our team (indicated by an asterisk *)

Appendix 2: UsesGen methodology

Our framework, UrbanGen, consists of three LLM
prompts: Prompt 1, designed to list diverse and realis-
tic uses of EO technology; Prompt 2, provided with the
relevant text from the EU Al Act to assess the risk asso-
ciated with the output from Prompt 1; Prompt 3, given
the text of the official UN definitions of SDGs and their
targets to assess whether a given use supports each of
the targets/respective goals; and an automatic literature
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coverage check module that automatically analyses 3
million Semantic Scholar papers to identify previously
under-researched uses (Fig. 1).

Listing realistic uses of Al in EO

Urban EO Uses Generation Prompt

SYSTEM ROLE: As a Senior Earth Observation Technol.
in Earth Observatio 1

Specialist, specialize in the latest developments
n tochnology. Barth Observatio nalyzing, and at

nvolves gathoring, a

USER PROMPT: Create a co ist, in JSON format, detailing the various uses
of Earth Observation tecl aces croated list describes a particular use case or
application of facial recognition technology. Provide three uses for each of the {} domains listed below
The uses must contain specific details about how the technology is used, by using action verbs that clearly
doscriby cts the u. Lovel ot sp b

output the following 6 ele

4 uses, starting with 1. Each us

might think of wearable sensors
ses and double check that the se

ning action verbs in gerund form (i.e., ending with "ing"),

g (e ng
(F) Discovering (e.g., Extracting, Noticing, Organizing, Clustering, Grouping,
Connecting, Revealing)
@ og

For "Purpose”, write it also in a gerund verb forn (i.c., ending with "ing")
+ Ensure to output 3 uses per each of the {} domains above, i.e., {} uses in total. sas

Follow this example structure for reporting the identified uses

s+ Ensure to output only the correc 1y formatted JSON and nothing else. s

To list realistic uses of EO technology, which will allow
for a further risk assessment, we followed a three-step
process. First, we resorted to previous literature giving
guidance as to how technology uses should be described
at a minimum so that their risk level according to the EU
AT Act can be reliably assessed (Golpayegani et al., 2023).
Second, to generate a diverse set of uses, we curated a list
of 46 relevant domains covering all the five levels of the
Social-Ecological Model (Golden et al., 2015): individual,
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interpersonal, institutional, community, and public pol-
icy. Third, we engineered an LLM prompt for generat-
ing a list of uses in the predefined format and across the
curated set of domains, while employing the Chain-of-
Thought (CoT) reasoning (Wei et al., 2022b) in the pro-
cess to minimise generating unrealistic uses.

Defining a format for describing an Al use. To allow
for the risk assessment as per EU Al Act, previous work
(Golpayegani et al., 2023) showed it is necessary to break
down a technology use into five risk concepts:

Domain: “The area or sector the Al system is intended
to be used in” (e.g., urban planning).

Purpose: “The objective that is intended to be accom-
plished by using an Al system” (e.g., mapping urban growth).

Capability: “Technological capability that enables
the realization of the purpose” (e.g., object and pattern
recognition).

Al deployer: “The entity or individual in charge of
deploying and managing the Al system, including indi-
viduals, organizations, corporations, public authorities,
and agencies responsible for its operation and manage-
ment” (e.g., city governments).

Al subject: “The individual directly affected by the use of
the AI system, experiencing its effects and consequences.
They interact with or are impacted by the Al system’s pro-
cesses, decisions, or outcomes” (e.g., city residents).

In our initial experiments, we also found out that the
prompt was sometimes outputting incorrect or incon-
sistent combinations of the EO sensing technology and
its placement (e.g., placed GPS on drones to track mov-
ing objects instead of placing it directly on the object).
For this reason, we introduced another concept, specific
to EO technology uses, which would serve as cue to the
LLM and guide it to output technically feasible uses:

Sensing instrument and location: “The sensing technol-
ogy that enables observation, i.e., gathering of informa-
tion about the physical, chemical, and biological systems
of the planet Earth (e.g., radar, optical), and where it is
placed (e.g., satellite, drone)”

Requiring Prompt 1 to output the uses along with their
corresponding risk concepts information will allow the
subsequent Prompt 2 (in Sect.7.2) to reliably evaluate the
use’s risks.

Curating a set of relevant and diverse domains. We
systematically curated the domains starting from the
EU AI Act, in which 8 domains are explicitly listed in
Annex III and referred to in Article 6(2) (European
Comission, 2023) (e.g., “Education and vocational
training”). We then reviewed the full text of the EU Al
Act and its Amendments (European Comission, 2023)
to add 32 domains briefly mentioned but not explicitly
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listed. For instance, we added the “Social Media”
domain based on Amendment 51, stating: “The indis-
criminate and untargeted scraping of biometric data
from social media [...] adds to the feeling of mass surveil-
lance [...]” Additionally, we conducted a focus group
using a think-aloud protocol (N=8) to ensure all sig-
nificant domains beyond the EU AI Act were captured.
The group consisted of our research team (3 F, 5M,
mean age: 31.8, SD: 6.74, range: 22-45). Using a Miro
board, participants identified domains affecting their
lives across five levels of the Social-Ecological Model
(Golden et al., 2015). This resulted in 6 more domains,
completing our final list of 46 diverse domains listed in
Appendix 2, Table 2.

Engineering an LLM prompt to generate the uses of
Al for EO. To generate a list of uses along with risk con-
cepts, we divided Prompt 1 into five parts:

System role: This is the designated function, characteris-
tics, or responsibilities assigned to the LLM. This has been
shown to improve the quality of the output, as it allows
to generate content from specific perspectives, accom-
modating diverse stakeholder viewpoints or specific role
requirements (Giray, 2023; OpenAl, 2023a). We specified
the role of a Semior Earth Observation Technology Spe-
cialist and described its responsibilities as reviewing and
cataloguing the diverse applications and use cases of Earth
Observation technology across multiple domains (which are
expanded in the “Domains” input described below).

Multi-part instructions: These are generally commands
that instruct the LLM to complete two or more tasks in
a specific order. In our case, we formulated two tasks.
The first task was to create a JSON list of three Al tech-
nology uses for each domain, described in a format that
facilitates risk assessment. The second task was to ensure
that the use descriptions were formatted correctly. We
requested that they must contain exactly six risk con-
cepts, each precise, easy to understand for non-experts,
and expressed under 7 words.

Six Concepts: We instructed the LLM what counts as
a use by providing it with the definitions of the five risk
concepts as specified above (i.e., domain, purpose, capa-
bility, Al uses, and Al system), along with the concept
specific to EO technologies (i.e., sensing instrument and
location). These concepts guided the LLM to generate
realistic and meaningful uses.

Domains: These are specific areas of knowledge or exper-
tise that LLMs can access, guiding them to generate more
specialised, sophisticated, and nuanced text. We equipped
the LLM with a list of 46 domains introduced above.

Examples: These are a specific instance of few-shot
learning (Brown et al., 2020) used to achieve the desired
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input-output relationships. When placed at the end of
the prompt, they can aid the model’s comprehension
of context and response expectations (OpenAl, 2023b;
Shieh, 2023). We opted for five examples to strike a bal-
ance between providing a diverse range of examples and
maintaining a manageable context length in the prompt
(Liu et al., 2024; Brown et al., 2020).

Assessing a use’s risks

After generating realistic uses, we conduct a risk
assessment for each of them.

Collating legal clauses establishing whether uses
are high risk or not. To establish whether a use is high
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risk according to the EU Al Act (European Comission,
2023), we collated all the relevant text where differ-
ent classes of uses are specified in the legislation. For
example, we included the text on high risk Al systems
in Article 6(2), as well as the Annex III, and all the asso-
ciated Amendments 709-740.

Incorporating those legal clauses into an LLM
prompt classifying whether a use is high risk or low
risk, and why. In a way similar to Prompt 1, Prompt 2
consisted of five parts:

System role: The designated function assigned to the
LLM was an “Experienced Judge who works in the field of Al
technology regulation”, and described its responsibilities as:
“You are thoughtful, decisive, experienced and conscientious.”

Multi-part instructions: There were three tasks we asked
LLM to complete in a given order. The first task was to
classify the uses by utilizing the Chain of Thought (CoT)
reasoning. We asked the LLM to “think in steps,” and to
not only provide the final classification but to also explain
its “reasoning” The second task was to expand the six
risk concepts for each Al use into a one-liner summary
of a hypothetical Al system. We then used this summary
to specify the third task: consider the EU Al Act and its
recently published amendments and classify the use as
“high risk” or “low risk”.

Legal clauses: Specific provisions in a legal document that
define rights, obligations, or liabilities to be accounted by
LLM. To allow LLM for considering the EU AI Act and its
recently published amendments, we inputted the previ-
ously collated text.

Placeholder: This is used to represent a dynamic piece
of information that the LLM needs to consider. We intro-
duced this placeholder to dynamically input the EO tech-
nology uses for which the risk assessment should be
performed (i.e., the output of our Prompt 1). Each use was
entered into the placeholder with the six pairs curly brack-
ets (“”): five for for propagating risk concepts, and one for
the sensing technology and its placement.

Output structure: This is used to represent a specific piece
of information to be generated by LLM and its desired for-
mat. We employed the CoT reasoning and requested the
LLM to return for each use: one-liner summary (clear speci-
fication of the intended use of the Al system); risk classi-
fication (outcome of the classification which can be either
high risk, or low risk); relevant text from the Act (if appli-
cable, a quote from the EU Al Act is included, along with
a relevant amendment or section to provide legal context);
and reasoning (explanation that rationalizes the specific risk
classification of the inputted Al technology use).
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Assessing a use’s benefits

Collating the official definitions of SDGs. We aggregated
the text of the official UN descriptions for the 17 Sustaina-
ble Development Goals (SDGs) and their respective targets
as of the resolution adopted in July 2017, available at the
UN’s official SDGs website (United Nations: Department of
Economic and Development, 2023). The number of targets
varies per goal, with goals 7 (affordable and clean energy)
and 13 (climate action) featuring 5 targets each, and goal 17
(partnerships for the goals) presenting 19 targets. The UN
characterizes these goals as a synergistic blend of financial
resources, technology development and transfer, capacity-
building, and inclusive globalisation and trade. The targets
are categorized into two types: outcome targets, which
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describe the desired achievements, and Means of Imple-
mentation (Mol) targets, which provide guidance on how
to attain the SDGs. Goal 17 is exclusively composed of Mol
targets, underscoring its role in fostering partnerships to
achieve that goal.

Incorporating those definition into an LLM classifying
whether the use supports SDGs, and how. We formu-
lated Prompt 3 in a similar manner to Prompts 1 and 2,
specifying five parts:

System role: This designates the function assigned to
the LLM as a “renowned specialist in the field of Earth
Observation technology with a dedicated focus on under-
standing, promoting, and implementing the SDGs..

Multi-part instructions: These are the tasks the LLM is
asked to perform. In our case, these tasks were two-fold.
First, we requested the expansion of the six risk concepts for
each Al use into a one-liner summary of a hypothetical Al
system. We then used this summary to specify the second
task: considering the SDG definitions and their respective
targets, classify if the Al system aligns with or supports the
respective targets for each given SDG. If the Al system is
found not to align with any target for the particular SDG,
we asked the LLM to label it as “Not Relevant” for that SDG.

SDG Definitions: These are the official definitions of the
SDGs as previously described.

Placeholder: This is a symbol that clearly delimits the
description of the use. Each use consists of six main ele-
ments: the five risk concepts and the sensing technology,
with each element within curly brackets (“”).

Output structure: This is the output format, comprising
of: one-liner summary (a summary description of the Al
use); supported targets (a list of SDG targets the use sup-
ports; if no support is found, the “Not Relevant” label is
shown); and reasoning (the motivation for why the Al use
supports a given SDG, considering goals and targets).

Identifying not widely discussed uses of Al in EO  To identify
LLM-generated uses that were potentially under-researched
in the literature (Fig. 1, automatic literature coverage check),
we collected all 200 million papers from the May 2023
Semantic Scholar dump.? We filtered these to include only
English-language papers with both title and abstract fields
available, resulting in a dataset of 3 million papers.

We then embedded the title + abstract fields
of each paper and the descriptions of the LLM-generated
uses using the all-mpnet-base-v2 sentence-transformers
model (Reimers & Gurevych, 2019).2 This model, which
employs self-supervised contrastive learning, was fine-
tuned on over 1 billion sentences from the pretrained

% api.semanticscholar.org/api-docs/datasets
% huggingface.co/sentence-transformers/all-mpnet-base-v2
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microsoft/mpnet-base model. We selected this model
due to its balance between effectiveness (over 14 million
downloads last month) and being lightweight (only 109
million parameters), enabling us to embed a large num-
ber of articles efficiently.

For each paper p, we paired it with the highest similar-
ity maxs, use u, measured using cosine similarity of their
embeddings v, and v,

maxs, = m’?x sim(vp, V),

where p is the paper, u is a use, and maxs, is the highest
similarity of the paper embeddings with any of the uses’
embeddings. We then manually determined the similar-
ity threshold across maxs, that would ensure the paper’s
abstract indeed discussed the associated use u. Specifi-
cally, we experimented with various thresholds on maxs,
and examined the paper-use pairs for each. If a certain
threshold included pairs where the paper did not discuss
the matched use, we increased the threshold for stricter
matching. After testing thresholds at the 957, 99, 99,5,
and 99.9” percentiles of maxsy, we found that the 99.9"
percentile yielded 3,295 paper-use pairs, so that the paper
indeed discussed the paired EO use, and so we chose this
threshold. In this way, each EO use was associated with
0 or more papers that discussed it. If the use was associ-
ated with 0 papers, we classified it as potentially under-
researched in the literature.

Appendix 3: List of urban EO uses

Urban EO Uses, their risk classification (E: excluded, HRE:
high-risk exception, P: prohibited, HR: high risk, and LLR:
limited or low risk), and relevant EU Al Act text.
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Description

Risk

EU Al Act Text

ID Description Risk  EU Al Act Text

Article 5(1)(h): Real-
time remote biometric
identification for law
enforcement

Article 5(1)(g): Biomet-
ric categorisation

1 Identifying individuals P
in crowded areas using
facial recognition by police

2 Tracking movement p
patterns of individuals
from drone images

3 Categorizing population P Article 5(1)(g): Biomet-
demographics by visual ric categorisation
traits

4 Monitoring family safety HR Annex I, Section 5(d)
during disasters by detect-
ing locations

5 Tracking family outdoor LLR N/A

activities by monitoring
movements in parks
6 Ensuring safe travel routes  LLR N/A
by identifying safe paths
from satellite data

20

21

22

23

24

25

26

Suggesting romantic out-
door spots by recommend-
ing scenic locations

Planning group outdoor
activities by finding suitable
locations

Monitoring group safety
in events by tracking group
movements

Monitoring disease spread
by deriving environmental
parameters

Tracking air quality

by measuring pollutants
from satellite data

Identifying heatwave risks
by detecting temperature
anomalies

Recommending parks
for activities by finding
green spaces

Monitoring urban noise
levels by detecting noise
pollution

Tracking outdoor exercise
patterns by monitoring
activity hotspots

Visualizing environmental
changes by presenting
satellite data

Enhancing virtual reality
experiences by integrating
real-world data

Improving map applica-
tions by updating geo-
graphical data

Assessing agricultural
investments by estimating
crop yields

Evaluating real estate
by analyzing land use
patterns

Predicting market trends
by forecasting economic
activities

Teaching environmental
science by providing real-
time data

Enhancing geography les-
sons by mapping terrains

Training in disaster man-
agement by simulating
disaster scenarios

Monitoring remote work
environments by tracking
outdoor activities

Ensuring worker safety
by detecting hazardous
conditions

LLR

LLR

LLR

LLR

LLR

LLR

LLR

LLR

LLR

LLR

LLR

LLR

LLR

LLR

LLR

LLR

LLR

HR

HR

N/A

N/A

N/A

Article 6(3a)

Article 6(3a)

Article 6(3a,d)

Article 6(3a)

Article 6(3a)

N/A

N/A

Article 6(3a)

N/A

N/A

N/A

N/A

Article 6(3a)

Article 6(3a)

Annex lll, Section 3

Annex lll, Section 4(b)

Annex lll, Section 4(b)
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ID Description Risk  EU Al Act Text ID Description Risk  EU Al Act Text
27 Optimizing field operations HR Provisions 57 47 Analyzing foot traffic LLR N/A
by analyzing work patterns and Annex Ill, in retail areas by detecting
Section4(b) human movement
28 Monitoring infrastructure HR Annex lll, Section 2 48 Optimizing billboard LLR N/A
health by detecting struc- placements by comparing
tural anomalies visibility metrics
29 Improving public transpor-  LLR N/A 49 Monitoring crop health LLR N/A
tation by analyzing traffic by detecting plant stress
patterns 50 Predicting harvest LLR  Article 6(3a)
30 Managing water resources  HR Annex lll, Section 2 times by forecasting crop
by monitoring water bodies maturity
31 Suggesting travel destina-  LLR  Article 6(3a) 51 Managing irrigation LLR N/A
tions by recommending systems by estimating soil
scenic spots moisture
32 Personalizing outdoor LLR N/A 52 Identifying new business LLR Article 6(3a)
activities by finding suitable opportunities by discover-
locations ing market trends
33 Recommending agricul- LLR N/A 53 Assessing real estate LLR N/A
tural practices by analyzing investments by estimating
soil conditions property values
34 Sharing environmental LLR N/A 54 Optimizing supply chain LLR N/A
insights by visualizing satel- routes by forecasting traffic
lite data patterns
35 Tracking environmental LLR N/A 55 Navigating autonomous HRE  Annex|, Section B
campaigns by monitoring agricultural robots by iden- (safety components
campaign activities tifying field boundaries in agricultural vehicles)
36 Promoting eco-friendly LLR N/A 56 Mapping disaster zones LLR N/A
practices by identifying for rescue robots by gener-
green initiatives ating 3D terrain models
37 Planning outdoor sports LLR N/A 57 Inspecting infrastructure LLR N/A
events by finding suitable with drones by detecting
locations structural anomalies
38 Monitoring sports facilities  LLR  Article 6(3a) 58 Studying climate change E Article 2(6)
by detecting facility condi- effects by comparing his-
tions torical and current data
39 Tracking outdoor activities  LLR N/A 59 Exploring new energy = Article 2(6)
by monitoring activity sources by discovering
hotspots geothermal sites
40 Creating virtual landscapes  LLR N/A 60 Analyzing urban heat LLR N/A
by generating realistic islands by detecting tem-
terrains perature variations
41 Enhancing film production  LLR N/A 61 Monitoring power grid HR Annex lll, Section 2
by providing real-world health by detecting faults
backdrops 62 Inspecting water pipelines  HR Annex lll, Section 2
42 Creating art installations LLR N/A by identifying leaks
by using satellite imagery 63 Assessing road conditions  HR Annex lll, Section 2
43 Monitoring border security ~ LLR N/A by estimating wear and tear
by de_tectmg unauthorized 64 Monitoring illegal activities  HR Annex lll, Section 6
rossings by detecting suspicious
44 Identifying illegal activities P Article 5(1)(dh) behavior
by recognizing suspicious 65 Tracking stolen vehicles LLR  N/A
patterns by identifying vehicle
45 Preventing national cyber E Article 2(3) movements
threats by monitoring 66 Surveilling large public HR  AnnexIll, Section 6
infrastructure events by monitoring
46 Targeting ads based LLR N/A crowd dynamics
on weather patterns 67 Monitoring border cross- HR Annex lll, Section 7

by forecasting consumer
behavior

ings by detecting unau-
thorized entries
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ID Description Risk  EU Al Act Text ID Description Risk  EU Al Act Text
68 Tracking refugee move- LLR N/A 89 Monitoring public infra- HR Annex Ill, Section 2
ments by identifying migra- structure by detecting
tion patterns structural issues
69 Assessing refugee camp LLR N/A 90 Managing natural resources LLR N/A
conditions by estimating by estimating resource
population density availability
70 Monitoring election rallies  HR Annex lll, Section 8 91 Monitoring border activities HR Annex lll, Section 7
by detecting crowd sizes by detecting unauthorized
71 Ensuring fair voting LLR N/A rossings
processes by monitoring 92 Assessing treaty compli- E Article 2(3)
polling stations ance by monitoring military
72 Analyzing political cam- LLR  N/A installations
paign reach by comparing 93 Tracking deforestation LLR N/A
rally attendance agreements by detecting
73 Reporting natural disasters  LLR  Article 6(3a) forest cover changes
by detecting disaster 94 Monitoring crop health LLR N/A
impacts by assessing vegetation
74 Creating visual content LLR  Article 6(3a) indices
by generating maps 95 Detecting illegal fishing HR Annex Ill, Section 6
75 Analyzing environmental LLR  Article 6(3a) by identifying fishing
changes vessels
76 Mapping accessible routes  LLR N/A 96 Ensuripg food supp\y chain  LLR Article 6(3a)
by identifying terrain integrity by tracking crop
features transport routes
77 Designing inclusive public ~ LLR  Article 6(3a) 97 Assess_ing _disaster damage  LLR N/A
spaces by estimating foot by estimating affected
traffic areas
78 Monitoring air quality LLR  N/A 98 Predicting flood risks LLR N/A
by detecting pollution by forecasting water levels
levels 99 Coordinating relief efforts ~ LLR  Article 6(3a)
79 Identifying renewable LLR  N/A by mapping affected
energy sites by discovering regions
solar potential 100 Identifying refugee camps ~ LLR N/A
80 Monitoring oil spills LLR  N/A by detecting temporary
by detecting spills settlements
8] Assessing wind farm effi- LLR N/A 101 Monitoring food distribu- LLR Article 6(3a)
ciency by estimating wind tion by tracking supply
speeds routes
82 Monitoring troop move- E Article 2(3) 102 Assessing water avail- LLR N/A
ments by detecting military ability by estimating water
activity sources
83 Identifying strategic loca- E Article 2(3) 103 Optlmlzmg'shlpplng routes  LLR N/A
tions by discovering terrain by forecasting weather
features patterns
84 Assessing battlefield condi- E Article 2(3) 104 Monitoring traffic conges- LLR  N/A
tions by estimating damage élon bty detecting vehicle
ensi
85 Monitoring environmental ~ LLR Article 6(3a) . Y
law compliance by detect- 105 Tra;klng_cargo movements LLR N/A
ing illegal activities by identifying transport
vehicles
86 Ensuring fair land use LLR N/A )
by comparing land use 106 Mapping urban growth LLR N/A
patterns by detecting land use
‘ ) changes
87 Tracking deforestation LLR  N/A T
activities by detecting for- 107 Designing green spaces LLR N/A
est cover changes by identifying suitable areas
38 Planning urban develop- LLR Article 6(32a) 108 Monitoring infrastructure LLR Article 6(3a)

ment by generating land
use maps

development by tracking
construction progress
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ID Description Risk  EU Al Act Text ID Description Risk  EU Al Act Text
109 Identifying terrorist hide- E Article 2(3) 130 Planning community gar-  LLR N/A
outs by detecting suspi- dens by identifying suitable
cious activities areas
110 Monitoring border security  HR Annex lll, Section 7 131 Monitoring urban heat LLR Article 6(3a)
by tracking movements islands by detecting tem-
111 Detecting illegal arms E Article 2(3) perature variations
shipments by identifying 132 Assessing public park LLR N/A
suspicious cargo usage by estimating visitor
112 Monitoring deforestation ~ LLR  N/A numbers
by detecting forest cover 133 Monitoring public transit LLR N/A
changes systems by tracking vehicle
113 Tracking wildlife habitats ~ LLR ~ N/A movements
by identifying habitat 134 Optimizing traffic flow LLR  N/A
changes by analyzing congestion
114 Assessing air quality by esti- LLR  Article 6(3a) patterns
mating pollution levels 135 Planning new transport LLR Article 6(3a)
115 Tracking drug traffick- p Article 5(1)(h) routes by identifying opti-
ing routes by identifying mal paths
suspicious movements of 136 Sharing environmental LLR  Article 6(3a)
individuals changes by generating
116 Monitoring illegal mining LLR N/A reports
by detecting mining 137 Raising awareness on cli- LLR N/A
activities mate issues by creating
117 Identifying human traffick-  HR Annex Ill, Section 6 visual content
ing networks through sus- 138 Promoting sustainable LLR N/A
picious movements practices by sharing data
118 Monitoring glacier retreat  LLR N/A insights
by detecting ice cover
changes
119 Assessing sea level rise LLR  Article 6(3a)
by estimating coastal e, . .
changes Appepdlx 4:Validating UrbanGen ‘
120 Tracking carbon emissions LR N/A To validate UrbanGen, we answered four questions:
by detecting pollution
sources Q1  Did our framework generate realistic uses?
121 Creating realistic game LLR N/A
environments by generat- . .
ing terrain modésg Answered by having three Urban EO practition-
122 Simulating real-world LR N/A ers categorize each use as existing, upcoming, or
scenarios by creating virtual unlikely, with the majority label being assigned when
landscapes at least two practitioners agreed.
123 Enhancing virtual reality LR~ N/A Q2  Did our framework accurately identified under-
experiences by mapping hed ’
real-world locations researched uses:
124 Planning hiking routes LR N/A Answered by having two authors independently
by identifying trails search and review the top 10 Google Scholar articles
125 Tracking bird migrations LLR  N/A for each under-researched use.
by monitoring bird habitats Q3  Did our framework correctly classify the riski-
126 Mapping stargazingloca- LR~ N/A ness of the uses according to the EU Al Act?
tions by identifying dark . 1 . .
sky areas Answered by providing compliance experts with
127 Optimizing solar panel LR N/A descriptions, LLM classifications, and justifications
placement by assessing for each use, followed by measuring the agreement
sunlight exposure between the LLM and the experts on both classifi-
128 MO”'tob””g thomf energy  LLR - N/A cation and justification. Each use was evaluated by
sage by estimating ener: . . .
Lcjongsuméti Or‘] g energy three compliance experts, with the majority label
129 Enhancing home security  LLR  N/A taken when at least two experts agreed.

by detecting intrusions

Q4  Did our framework accurately evaluate the ben-
efits of the uses?
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Answered by having three Urban EO experts select all
SDGs that each use supports and comparing them to
similar uses supporting SDGs found in the literature.

Answer to QI: UrbanGen generated realistic uses Each
use was evaluated by three urban EO experts, with the
majority label taken when at least two experts agreed.

In this way, 126 uses (91%) were deemed realistic.
Within this subset, 77 uses (56% of the total) were identi-
fied as already existing (e.g., forecasting water levels from
radar data in flood-prone communities, use #98 or gen-
erating land use maps from satellite data, use #88). The
remaining 49 uses (35%) were categorized as upcoming
(e.g., optimizing supply chain routes by forecasting traf-
fic, use #54 or identifying suspicious cargo from satellite
imagery, use #111).

Conversely, 12 uses (9%) were considered unrealistic.
These unrealistic labels were more common in domains
with fewer EO applications (e.g., “Romantic relationships
and friendship,” “Family,” or “Smart home”). Inaccura-
cies in these areas stemmed from the LLM suggesting
impractical or unnecessary uses (e.g., suggesting romantic
outdoor spots, use #7 or monitoring family movements in
parks, use #5) and exaggerating EO capabilities (e.g., clas-
sifying individuals from satellite data by visual traits, use
#3 or detecting home intrusions from satellite imagery, use
#129). These domains were included to provide a com-
prehensive set of Al applications and might be significant
for other Al technologies (such as wearables), where hal-
lucinations are less likely.

Interestingly, two uses labeled as unrealistic by two
of the three annotators are referenced in recent lit-
erature, namely monitoring remote work environments
using drones (Asadzadeh et al., 2022) and creating art
installations using satellite imagery (Parks, 2002; Jack-
son, 2018). This highlights the rapid development of
technology, making it challenging even for experts to
stay updated.

This rapid development partly explains the low inter-
annotator agreement among the experts, with a Fleiss’
Kappa of 0.19. Similar results have been reported in
other studies with Al experts, such as when assessing
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Al use’s risk level (Wang et al., 2024). To understand
the specific reasons for the low agreement in our study,
we examined the types of uses on which experts agreed
versus those where they did not. Agreement was high
for well-known EO application domains, such as envi-
ronmental monitoring, urban development, border
security and migrant monitoring, and climate studies.
Conversely, there was less agreement on the realistic-
ness of uses in security and law enforcement, fitness
and health, energy exploration, finance and market
analysis, and arts and entertainment. Uses of EO data
in these domains are less commonly discussed and pro-
moted, possibly leading to a lack of familiarity among
some experts. Additionally, uses in these domains were
more likely to be hallucinated. Overall, this shows that
the increased task complexity and epistemic uncer-
tainty affected the annotations (Jiang et al., 2022;
Salimzadeh et al., 2024).

Answer to Q2: UrbanGen identified seven under-researched
uses Table 3 presents 7 uses identified as under-researched,
based on our analysis of Semantic Scholar abstracts.

For 3 uses (use #43, use #85, and use #117), our
Google Scholar search yielded recent articles discussing
these uses warranting removing them from the under-
researched category. A likely reason for our automatic
coverage check not marking these uses as covered by
research is that the papers in which they are discussed
were not among those having the abstract in the Seman-
tic Scholar dump that we analysed (i.e., 3M out of 200M
papers in total).

However, for the remaining 4 (57%) uses, we did
not identify any research papers discussing these spe-
cific uses, confirming them as under-researched. For
instance, while articles discussing analyzing foot traf-
fic from drone imagery were found, none pertained to
retail areas (use #47). Similarly, research on monitoring
crowds from optical remote sensing imagery did not
cover election rallies (use #70). Given that specific appli-
cation contexts determine particular risks and benefits
of Al technology, the identified uses indeed represent
under-researched areas in previous literature, under-
scoring the need for more studies in these specific urban
EO contexts.
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Table 3 Urban EO uses identified by our automatic literature
coverage check as under-researched: 4 out of 7 are confirmed as
such by the author’s manual validation

Use ID Use description Article

43 monitoring border security by detect-  Bolakis et al. (2021)
ing unauthorized crossings using

radar satellites

46 targeting ads based on weather -
patterns by forecasting consumer
behavior from weather data using
optical satellites

47 analyzing foot traffic in retail areas -
by detecting human movement
from aerial imagery using optical
drones

70 monitoring election rallies and detect- -
ing crowd sizes from aerial views
using optical drones

71 monitoring polling stations from aer- -
ial imagery using optical drones
to ensure fair voting processes

85 monitoring environmental law Patias et al. (2020)
compliance by detecting illegal activi-
ties from satellite data using optical

satellites

117 identifying human trafficking
networks by tracking suspicious
movements from satellite data for law
enforcement

Bamigbade et al. (2024)

Answer to Q3: UrbanGen predominantly generated cor-
rect risk assessments Each use was evaluated by three
compliance experts, with the majority label taken when
at least two experts agreed.

The expert annotations aligned with the LLM’s for
93% of the uses, with the Cohen’s kappa of 0.80 across
the five possible risk labels (substantial agreement).
Example cases where they disagreed include certain
uses labelled as “Limited or Low Risk” by the LLM
because the ‘Al system is performing a narrow and pro-
cedural task as per Article 6(2a)” For example, detecting
crowd sizes and monitoring election rallies, use #70, or
tracking stolen vehicles, use #65. However, for use #70,
two of the annotators, instead, selected the choice of
“Insufficient information to assess,” elaborating further:
(LE7) “This is risky because it may deter people from
going to polling stations in order to vote. Voting rates
are already very low across Europe” and (LE4) “Could
be also used for political influencing? The risk would
really depend on how it is used” For use #65, two of the
annotators, instead, selected the option “High Risk,
elaborating further: (LE7) “This would basically require
tracking of all vehicles — it depends if it is identifying
vehicle registration and, in turn, owners.”, and (LE2) “In
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my opinion, this could be used also to track individu-
als. If we would talk about the tracking of a container,
ok, but a vehicle?” However, there were also instances
of uses labelled as “High Risk” by the LLM, for which
the experts thought they are of low risk. For example,
detecting hazardous conditions for workers using thermal
drones, use #26, was labelled as high risk by the LLM
as per the Annex III, 4(b): “Al intended to be used to
make decisions affecting terms of the work related rela-
tionships, promotion and termination of work-related
contractual relationships” The experts, instead, marked
it as low risk saying: (LE11) “This information would
benefit the health and safety without accessing any per-
sonal information,” (LE1) “This aims to record objective
conditions in a space. Nothing about individuals. Seems
low-risk”

The inter-annotator agreement among the annota-
tors across the five possible risk labels was moderate,
as indicated by a Fleiss’ Kappa of 0.52. This level of
agreement, which is lower than the alignment between
the majority label and the LLM, suggests a potential
over-reliance on the LLM labels, likely influenced by
the well-documented anchoring effect (Furnham &
Boo, 2011; Nourani et al., 2021). It is plausible that this
effect could have been mitigated if the experts were
provided only with the use information, without being
exposed to the LLM labels, and were asked to gener-
ate their own annotations. However, considering the
necessity of referencing the EU AI Act’s text to justify
the classification for each specific use context, this
approach was deemed prohibitively time-consuming
and impractical.

Answer to Q4: UrbanGen identified fewer but accu-
rate SDG-promoting uses compared to Urban EO
experts UrbanGen identified 216 (use, SDG) pairs
where the use promotes an SDG, significantly fewer than
the 643 pairs identified by experts when considering all
uses listed by them. This means the LLM covered only
27% of the expert-identified pairs. However, the LLM
demonstrated high precision, with 80% of its assessments
aligning with expert evaluations.

When focusing only on SDGs labeled by at least two of
the three experts for each use, the experts identified 262
(use, SDQG) pairs, of which 44% were also identified by the
LLM. In this scenario, the LLM’s precision was 54%.

Moreover, while it was prohibitive to ask experts to
evaluate the support for specific targets within SDGs due
to time constraints, the LLM could perform this task.
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SDG Goal Supported targets Supported targets
as per our method as per literature

#1 No poverty

4 2
#2 Zero hunger

4 3
#3 Good health and well-being

5 4
#4 Quality education

1 0
#5 Gender equality

0 1
#6 Clean water and sanitation

6 7
#7 Affordable and clean energy

3 5
#8 Decent work and economic
growth 7 1
#9 Industry, innovation
and infrastructure 4 4
#10 Reduced inequalities

1 3
#11 Sustainable cities
and communities 8 9
#12 Responsible consumption
and production 3 5
#13 Climate action

3 4
#14 Life below water

5 8
#15 Life on land

12 8
#16 Peace, justice and strong
instiutions 5 1
#17 Partnerships for the goals

2 9

Fig. 5 The number of targets EO supports according to our framework and to the UN report for each goal. The total number of supporting uses
is shown in parentheses right below the goal’s name
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Appendix 5: Materials used during user studies

®
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Uses of Al in Earth Observation and their risk as per the EU Al Act

Prohibited use

High risk use

Limited or low risk use

High risk exception use or excluded use

Family

Biometric identification and categorization
of natural persons

-.

Romantic relationships and friendships

Well-being
13

Health and Healthcare
. .

Finance and Investment

Education an
22

Use description:

The Al system intended to be used for monitoring family safety during
disasters by detecting family members' locations using radar satellites.

Computer Interaction

- -
risk ment, workers management and
to self-employment

Risk level:
High Risk

Why this risk level?

High Risk due to the use of Al for dispatching emergency response
services, which falls under the EU Al Act Annex Ill, 5(c).

Domain: Family
Purpose: Monitoring family safety during disasters
Al User: Emergency services

Al Subject: Family members

®

Fig. 6

..

-.

Use #47 Q1 How probable do Q3 How risky is it for Q4 How risky is it for the Q5 Please select all Sustainable Development
The Al system intended to be used you find this use? © mmxfo develop this use? gnxlmmnstc develop this use? Goals that this use supports ©
for analyzing foot traffic in retail O FXis'i"‘-! 8 'sql‘i’g'r::f;’r'i::;" 8 g‘l‘i’g'gzls;)r’i::;" (1] No Poverty
areas by d i ning ) ’ (] Zero Hunger
from aerial ImaEary using optical O Unrealistic Q N!od.:.'a‘eh: risky Q Modi.melsl' ”?kz [7) Good Health and Well-being
drones. 8 3‘5{;‘ ::(r;t y risky 8 32;' ::(;( yrisky [ Quality Education
Limited or low risk use sszaﬂ:‘:J:‘?al,y":r:glsly (O Extremely risky (O Extremely risky S gli:?\:v‘:?::::; Sanitation
change the way () Unacceptably risky () Unacceptably risky
businesses operate or [] Affordable and Clean Energy
e - N people live? (") Decent Work and Economic Growth
;l;::lef:a;z:.gl}:?::::ezr:;o'; rl?rl:r n|d:er1 ::r :)l""t: ©) Very unlikely (") Industry, Innovation, and Infrastructure
procedural task and not materially influencing () Unlikely ("] Reduced Inequality
human decision-making. () somewhat unlikely ] i Cities and C
() Neutral O ible C and P
() Somewhat likely (7] Climate Action
O Likely ["] Life Below Water
O very likely [*] Life on Land
("] Peace, Justice, and Strong Institutions
[ Partnerships for the Goals
("] None of the above

©

Use #70 Q1 How probable do you find this use? @
The Al system intended to be used () Existing
for monitoring election rallies and () Upcoming
detecting crowd sizes from aerial (O Unrealistic

views using optical drones by

voters.

Limited or low risk use

Justification: Limited or Low Risk due to the
system performing a narrow procedural task
without significant risk of harm as per Article
6(2a).

Materials used during user studies with EO practitioners and compliance experts. We showed both participant groups an interactive list of 138

Q2 Do you agree with the risk classification?

() Yes
() No

Q3 Do you agree with the risk justification?

O Yes
(O No

Q4 Please explain your reasoning about the
use risk classification and justification.

uses (A), followed by 46 interactive assessment cards for these uses (B, C). EO practitioners interacted with a more complex version of the card (B),
while compliance experts used a simplified version of the cards (C), including the LLM-derived risk label and its justification
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